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Introduction

TITANIUM aims to research, develop, deploy and validate novel data-driven techniques and solutions
designed to support Law Enforcement Agencies (LEAs) and potentially intelligence services charged
with investigating criminal or terrorist activities involving virtual currencies and/or underground
markets in the darknet.1 Besides the support of LEAs in darknet investigations, the tools' functionalities
might be of interest for intelligence services as well. In this regard, the Grant Agreement includes
“counterintelligence” techniques at various points, which can be of interest for LEAs as well as for
intelligence.2 The general target groups are LEAs, which is due to the lack of intelligence services on
side of the stakeholders, making it difficult to determine specific needs of intelligence. The
implementation of privacy awareness in tools is hence oriented on the regulations concerning LEAs.
Consequently, this deliverable will focus on legal impacts of the operational use by LEAs. Although, the
general legal issues discussed in section 2 likewise hold true for intelligence.
The expected result of the project is a set of “technology readiness level 6” (TRL6) services and forensic
tools which operate within a privacy and data protection environment that is configurable to local legal
requirements, and can be used by investigators for monitoring virtual currency (VC) and darknet
market ecosystems for trends and possible threats, tracking and tracing virtual currency transactions
across ledgers, and generating court-proof evidence reports based on reproducible and legally
compliant analytical procedures.3
TITANIUM pursues different approaches to ease difficulties in investigations in underground markets.
Depending on the specific legal approach, especially the interference with fundamental rights may
vary. Therefore, we will firstly focus on general legal issues which all data processing approaches have
in common (Section II). Based on this assessment, the specific functions will be discussed in section III
and IV with regard to the aforementioned general aspects. This deliverable is focused on the
operational use of the tools by LEAs. At a later stage of the project, Field Labs are planned to be
conducted. The concrete specifications for these Field Labs will be covered in another Deliverable
(D2.3). Nevertheless, section 3 shortly introduces the issues in this regard. The research and
development process itself is not covered in this deliverable but was under strict supervision of the
Data Protection Officer (DPO) to guarantee a processing compliant with the respective data protection
legislation.
The evaluation of legal impacts of newly developed techniques raises various problems. Firstly, the
functioning of the tools remains uncertain during the development process itself. Although, there is a
general idea of the outcomes of the tools, technical and legal difficulties arise in a frequent manner,
making it necessary to adapt the development process accordingly. Secondly, as TITANIUM is intended
to be used EU-wide making legislation on EU and domestic level applicable. Hence, legal impacts vary
between those legislations. The General Data Protection Regulation (GDPR)4 and the Law Enforcement

1

European Commission, TITANIUM Grant Agreement: Number 740558 (22.03.2017), p. 4.Annex I.
E.g. ibid., 156, 161.
3
Ibid., p. 4.(Annex I).
4
The European Parliament and the Council, REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND
OF THE COUNCIL of 27 April 2016 on the protection of natural persons with regard to the processing of
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Directive (LED)5 aim to harmonize the data protection legislation in Europe. It is inherent to regulations
such as the GDPR, that their harmonizing effects exceed those of directives. As will be shown, the GDPR
won’t be applicable regarding the operational use of the tools by LEAs, though. As a consequence, the
limitations of harmonizing effects of directive have to be factored into this deliverable.
The societal perception of privacy within the EU varies, so do national legislations. This results in
different transpositions of the LED into domestic law, making it impossible to determine legal impacts
on a domestic level for all member states in this deliverable. It is hence necessary to reduce the scope
to a universally valid level applicable in all member states. Nevertheless, possible legislative variations
– and its effects on TITANIUM – were taken into account in a generic manner, easing a future analysis
of legal impacts on a domestic level. The following section will assess general legal issues raised by the
processing of publicly available (personal) data by law enforcement agencies. As a consequence of the
above stated difficulties, the section will primarily discuss relevant fundamental rights and the
respective case law (Section 2.1), as well as secondary law with a particular focus on data protection
laws such as the GDPR (Section 2.2) and the LED (Section 2.3).
Findings from the general discussion are then applied to the specific tools developed in TITANIUM. In
this regard, we will shortly describe specific issues coming along with to the conduct of Field Labs
(Section 3), and subsequently discuss legal difficulties of the operational use of TITANIUM tools
(Section 4).
This deliverable aims to show legal issues as far as possible, as well as potential solutions to specific
problems. Nevertheless, it should be noted that the development process is a flexible one. The
development not only depends on legal impacts, but also on technical possibilities and requirements
of law enforcement agencies. In this relationship of tension, specific outcomes are difficult to
determine at this early stage of the project. Therefore, deliverable 2.1 will be subject to updates
whenever uncertainties are resolved during the course of the project.

2

Legal Sources

TITANIUM tools shall be available to all LEAs in Europe, making it necessary for them to act in
compliance with different national legislations. Those national legislations are heavily influenced by
European primary law (e.g. Treaties) and secondary law (e.g. Directives & Regulations).
Section 2.1 focuses on fundamental rights and the respective case law, the sections 2.2 and 2.3
evaluate European secondary law. The planned processing of personal data by the TITANIUM tool
chain raises various issues from a legal perspective. The General Data Protection Regulation6 (GDPR)
and the Law Enforcement Directive7 (LED) will both be applicable from 25th May 2018. Both aim to
5
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unify the data protection level within the EU.8 The European legislator is limited to the competences
conferred upon it by the member states under the EU treaties (principle of conferral). 9 Those
competences cover the processing of personal data by LEAs.10 Consequently, the national legislation
in the area of law enforcement still varies between the member states of the European Union. While
an extensive review of domestic national police and criminal law is not possible for each member state,
possible impacts of national legislation were put into consideration where necessary.

2.1 Fundamental Rights & Case Law
The processing of personal data can constitute an interference with fundamental rights. Of particular
relevance for TITANIUM are the right to data protection and the right to protection of private life which
are constituted on European level11 in Article 7 and Article 8 of the CFR12 as well as on domestic level
in the national constitutions. The processing also falls under the scope of the right to respect for private
and family life in Article 8 in the European Convention on Human Rights (hereinafter “Convention”).
While the mere retention of personal data already falls under the scope of these rights13, the intensity
of the interference depends on various measures. While the LED and the GDPR impose rules on the
processing of data, the intensity of the interference with a fundamental right determines the quality
of the legal basis necessary for the lawful operational use of the tools by LEAs. Analysing case law and
scholarly contributions on the topic, the following section evaluates how the processing of personal
data evokes an interference with those fundamental rights, and how the intensity of the interference
can be influenced.

2.1.1 Interference with fundamental rights to data protection and privacy
Firstly, it has to be determined which measures generally constitute an interference with fundamental
rights. As for ECtHR case law, most decisions till the turn of the millennium concern the interception
of telephone communication.14 The term “communication”15 in this respect only includes the act of
sending and receiving information (correspondence). 16 The data processed within TITANIUM are
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Digital Single Market, Christian Wigand and Melanie Voin (Brussels: 15.09.2015), http://europa.eu/rapid/pressrelease_IP-15-6321_en.htm, accessed 16 April 2018.
9
Treaty on European Union (TEU) [2012], Article 4 (1), 5 (1).
10
Treaty on the Functioning of the European Union (TFEU) [2012], Article 2-6, 16.
http://data.europa.eu/eli/treaty/tfeu_2012/oj.
11
Danwitz, Thomas von, ‘Die Grundrechte auf Achtung der Privatsphäre und auf Schutz personenbezogener
Daten’, Datenschutz und Datensicherheit (DuD) , Vol. 39, no. 9 (2015): pp. 581–585.
12
The European Parliament, the Council and the Commission, Charter of Fundamental Rights of the European
Union, 2000/C 364/01, 18.12.2000. http://www.europarl.europa.eu/charter/pdf/text_en.pdf, accessed 16 April
2018; Roßnagel, Alexander and Barlag, Charlotte, eds., Europäische Datenschutz-Grundverordnung: Vorrang
des Unionsrechts - Anwendbarkeit des nationalen Rechts, 1. Auflage (Nomos, Baden-Baden: 2017), p. 82.
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publicly available and have been received and stored on servers. While this data does not fall under
the scope of “communication” within the meaning of this legislation, it does fall under the right to
privacy and data protection, which has a similar scope of protection. As a consequence, the general
concepts developed by the ECtHR regarding the interference with privacy related fundamental rights
apply for the processing within TITANIUM. Acknowledging the need of the state to effectively counter
threats, the court also made clear that powers of secret surveillance of citizens, characterizing as they
do the police state, are tolerable under the Convention only in so far as strictly necessary for
safeguarding the democratic institutions.17 Furthermore, the fundamental right to privacy constituted
in Article 7 CFR, adopted the wording of Article 8 of the Convention, while the word “correspondence”
was replaced by the wider term “communication”. The scope of Art. 7 CFR matches with the scope of
Art. 8 of the Convention, thereby making the jurisdiction concerning the latter relevant for the
assessment of Article 7 CFR. 18 In so far as the CFR contains rights which correspond to rights
guaranteed by the Convention the meaning and scope of those rights shall be the same as those laid
down by the Convention. Still, union law providing more extensive protection is possible.19
Article 8 CFR and Article 16 TFEU guarantee the protection of personal data. Pursuant to Art. 8 CFR,
such data must be processed fairly for specified purposes and on the basis of the consent of the person
concerned or some other legitimate basis laid down by law. This is particularly reflected in Articles 1,
4 (1) lit. a, 8 LED. Everyone has the right of access to data which has been collected concerning him or
her, and the right to have inaccurate data rectified.20 While the CFR itself generally only obligates the
Union and its institutions, these guarantees are applicable in the member states through secondary
law – namely the GDPR and the LED.21 An identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that natural person. 22 Data
processed by TITANIUM tools can and are intended to be related to natural persons, hence are
personal data. The processing, and in particular the storage,23 of such data does state an interference
with the fundamental rights of European citizens. The legal basis for such an interference has to be

online.beck.de/?vpath=bibdata/komm/CalliesRuffertEUVEGV_5/cont/CalliesRuffertEUVEGV%2Ehtm, Artikel 7
Rn.10.
17
ECtHR, no. 5029/71, [Klass and others v. Germany] judgment of 6 September 1978 on the G10-Law, in
particular the surveillance of telephone conversations. (Protected under Art. 8 (1) of the Convention) (1978).
18
Jarass, Hans D., Charta der Grundrechte der Europäischen Union: Unter Einbeziehung der vom EuGH
entwickelten Grundrechte, der Grundrechtsregelungen der Verträge und der EMRK : Kommentar (C.H. Beck,
München: 2016), 3. Auflage, Artikel 7, Rn.1 ff.
19
The European Parliament, the Council and the Commission, Charter of Fundamental Rights of the European
Union, 2000/C 364/01, 18.12.2000, Article 52 (3). http://www.europarl.europa.eu/charter/pdf/text_en.pdf,
accessed 16 April 2018.
20
Ibid., Article 8 (2).
21
CJEU, C-465/00; C-138/01; C-139/01, [Österreichischer Rundfunk et al.] Publication of recipients of a pension
(2003); Jarass, Hans D., Charta der Grundrechte der Europäischen Union (above, n. 18), Artikel 8, Rn. 4 f.
22
C.f. The European Parliament and the Council, DIRECTIVE (EU) 2016/680 OF THE EUROPEAN PARLIAMENT
AND OF THE COUNCIL of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such
data, and repealing Council Framework Decision 2008/977/JHA, L 119/89, 27.04.2016, Article 3 (1).
http://data.europa.eu/eli/dir/2016/680/oj, accessed 16 April 2018.
23
ECtHR, no. 9248/81, [Leander v. Sweden] Storage in secret police registers; adequate and effective
guarantees against abuse (1987); ECtHR, no. 28341/95, [Rotaru v. Romania] Erasure or destruction of personal
data; storage in secret registers; requirement of foreseeability; safeguards; discretionary power (2000).

5
sufficiently precise so that the citizen can foresee the consequences which a given action may entail.24
More intense interferences require a more specific legal basis, 25 as to be sufficiently clear to give
citizens an adequate indication as to the circumstances in which and the conditions on which public
authorities are empowered to resort to any such measures. 26 The individual tools developed in
TITANIUM have to be compliant with those specific legal bases, which are likely to differ from state to
state and case to case. The intensity of this interference depends on various factors which can either
act intensifying or intensity reducing. The measures discussed below are of particular importance for
the processing of publicly available data, as they influence the potential legal basis and use cases for
the tools developed in TITANIUM.
2.1.1.1 Interference intensifying measures
With regard to the processing of data there are various measures which can result in an intensification
of the interference with the rights to data protection and privacy. Processing in this regard means any
operation or set of operations which is performed on personal data or on sets of personal data,
whether or not by automated means, such as collection, recording, organisation, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or
otherwise making available, alignment or combination, restriction, erasure or destruction.27
2.1.1.1.1.
Secrecy
The secrecy of an interference has an intensifying effect due to the danger of abuse28 and the lacking
powers of the affected individual to search for legal protection/judicial review of the measures.
Moreover, the data subject won’t be able to influence the investigations, e.g. by presenting
exculpatory material.29 Online investigations usually take place secretly, as it is usually impossible to
inform each data subject about the processing in a timely manner.
The secrecy of the processing is therefore also inherent to TITANIUM tools, which in consequence
elevates the intensity of the interference to the right to data protection and the right to privacy.
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2.1.1.1.2.
Scope
Secondly, a wider scope of the processing acts intensifying. The wider the scope the more likely nonsuspects are affected by the measures, which could raise the ubiquitous feeling of being surveilled.30
As for the processing of publicly available data from online sources, the scope depends on the specific
tools (see section 4). Generally, data driven technologies usually rely on rather extensive amounts of
data.
2.1.1.1.3.
Retention Periods
The duration of the storage of data can intensify the interference with the fundamental right to data
protection. 31 One of the main reasons for this is the risk of further processing in the future. The
European Court of Human Rights stated that it “cannot discount the possibility that in the future the
private-life interests bound up with genetic information may be adversely affected in novel ways or in
a manner which cannot be anticipated with precision today.” 32 Although the statement aims at
“genetic information” the same has to hold true for personal information gathered from public
sources, which could be subject to new processing methods and future data consolidation.
2.1.1.1.4.
Special categories of data
The processing of data concerning the core area of private life generally leads to an intensification of
the interference with the fundamental rights,33 as the processing of such data could create significant
risks to the fundamental rights and freedoms.34
The TITANIUM project aims to develop privacy preserving techniques. Nevertheless, some parts of the
tools might be confronted with special categories of data (see section 4).
2.1.1.1.5.
Breach of security measures
If LEAs have to overcome specific security measures to gain access to data, those data are not publicly
available. The breach of security measures results in an intensification of the interference with
fundamental rights to data protection and privacy.
2.1.1.2 Interference reducing measures
A reduction of the intensity of the interference can be inferred by measures contrary to the above
stated - intensifying - measures.
2.1.1.2.1.
Public availability
Data from publicly available sources can fall under the scope of Article 8 of the Convention35, as well
as under Article 7 and 8 CFR. Data is publicly available if the access is not limited to a specific circle of
30
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persons. 36 This reduces the intensity of the interference, as the data subject cannot trust in the
confidentiality of such data anymore37. Nevertheless, public data is not “fair game” for any processing,
as the data subject does not refrain from his right to data protection by acting publicly.38 Regarding
data from web sources TITANIUM aims to solely process publicly available data.39 The interference
reducing effect only holds true for data made public by the data subject itself, though. In contrast, the
publishing of personal data by LEAs (or Thirds) could state or increase the interference. The same holds
true for data from seized devices, which are not publicly available. If personal data is (illegally)
published by third parties, this could lead to an intensification of the interference, though. The
distinguishability between self-published and third-published personal data is likely to state difficulties
from a technical perspective. If no differentiation is possible or intended, this would lead to a general
intensification of the interference.
2.1.1.2.2.
Pseudonymised data
Secondly, limiting the processing to pseudonymised data reduces the intensity of the interference, as
such data is not directly connected to an individual by commonly used identifiers. Pursuant to Art. 3
(5) LED “pseudonymisation” means the processing of personal data in such a manner that the personal
data can no longer be attributed to a specific data subject without the use of additional information,
provided that such additional information is kept separately and is subject to technical and
organisational measures to ensure that the personal data are not attributed to an identified or
identifiable natural person. Although, the identification of criminals/suspects is the eventual goal of
the investigation, the data processed in TITANIUM will mostly be of pseudonymous nature. A legal
framework motivating this decision is explained in chapter 4.2.1 Gathering. The specific categories of
data will be discussed for each tool individually in section 4.
2.1.1.3 Conclusion
The discussed measures can have intensifying or intensity reducing effects on the interference with
fundamental rights to data protection and privacy. Since TITANIUM strives for the development of
sustainable and cost-reducing tools, it is important to make tools available to LEAs in as many scenarios
as possible. As the availability depends on the legal basis for the use of the tools, and hence on the
intensity of the interference, TITANIUM should aim for a “scalable” implementation of measures
where technically possible. The implementation would also add to the requested “privacyawareness”.40

2.1.2 Other fundamental rights
While the most intense interferences emerge with the right to privacy and data protection, data driven
techniques as used in TITANIUM can also interfere with other fundamental rights. The processing could
interfere with the right to freedom of communication between users, stated in Article 7 and 8 CFR41
and Article 8 of the Convention. 42 The freedom of communication only protects undisclosed
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communications between two or more parties, though. 43 As TITANIUM only processes publicly
available data, it is unlikely to concern undisclosed communication, thus stating an interference with
the freedom of communication.
With regard to cryptocurrencies it has to be determined if the processing might state an interference
with the right to property stated in Art. 17 CFR. Interferences could arise due to deprivation of
possessions, regulations to the use of property, and other interferences with factual consequences.44.
For TITANIUM only the latter could be of relevance. While cryptocurrencies can potentially fall under
the scope of protection45 of this article, it is unlikely that the processing of publicly available data has
factual consequences on the cryptocurrency property of the users. The same holds true for the
interferences with the right to pursue a trade or profession pursuant to Art. 15 and 16 CFR.
Any investigation method potentially interferes with the right to effective remedy and fair trial stated
in Art. 47 CFR. Hence, the TITANIUM tools have to produce logs of investigations, on which court-proof
reports can be based. This not only allows for effective prosecution of investigated offences but also
provides the basis for judicial reviews of the investigation itself and thereby flanks the right to fair trial
and effective remedy. In order to prevent users of the tools from manipulating the logs, and thereby
allowing for the abovementioned rights to be effectively exercised, the tools should produce
unalterable logs where technically possible (e.g. by hash linking entries in log files).

2.2 Data Protection Regime of the GDPR
The rights to data protection and the right to privacy guaranteed in Art. 7 and Art. 8 of the CFR are
taken up by the General Data Protection Regulation46 (GDPR). The GDPR sets up specific rules for the
processing of personal data depending on context of processing and sensitivity of the data. The general
concept of EU regulations is the conclusive regulation of a specific topic, leaving very limited to no
room for domestic transposition.
The processor has to act compliant with these specific rules, in particular with the data protection
principles stated in the GDPR. Especially for scientific research there are various exemptions from
those principles, though.
This deliverable evaluates the use of TITANIUM tools in their envisaged area of application, which is
excluded pursuant to Article 2 (2) lit. d GDPR. The regulation does not apply to processing of personal
data by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, including the safeguarding
against and the prevention of threats to public security. Therefore, the GDPR is only relevant in the
context of Field Labs, which will be discussed in section 3. The data protection principles explained
below (Section 2.3.) generally match those in the GDPR.
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2.3 Data Protection Regime of the LED
The Law Enforcement Directive solely states legislative goals, leaving room for different transpositions
into national law. Furthermore, the EU legislator recognizing the need for special requirements in the
area of law enforcement work, included exemptions for different data protection principles, which will
be discussed in the following section. The data protection principles constituted in the LED are to a
great part outflow of preceding jurisdiction of the CJEU as well as of the ECtHR evaluated in Section 2.
The material scope of the LED includes the processing of personal data by competent authorities for
the purposes of the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, including the safeguarding against and the prevention of threats to
public security. According to Article 3 (1) LED ‘personal data’ means any information relating to an
identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can
be identified, directly or indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. For
the determination of identifiability all means reasonably likely47 should be taken into account. While
the mere possibility of identification is not sufficient to classify data as personal,48 it is controversially
discussed under which circumstances an identification is “reasonably likely”.
Due to the purposes and technical capabilities of TITANIUM tools and LEAs to identify criminals by
connecting data from various sources, the identification of natural persons due to the processing of
collected data is not only intended but will be possible, reasonable and likely, 49 leading to a
classification as personal data in many cases. As shown in section 2.1 the techniques developed and
researched within TITANIUM hence carry risks for the fundamental rights of individuals affected by the
processing, particularly the right to privacy and data protection. The risks to these rights depend on
the context and functionality of the specific tools. Due to different legal implications there are
differences between the development phase and the operational phase of the tools. Moreover, the
functioning of the individual tools strongly differs, resulting in different legal impacts. The foreseeable
legal impacts of individual functions and tools will be discussed in section 4.
The level of protection of the fundamental rights to data protection and privacy is further specified in
the LED and the GDPR50 in particular by setting up the various data protection principles. The following
section will discuss these principles and assess the resulting consequences for data driven techniques
as used in TITANIUM.
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2.3.1 Data Protection Principles
2.3.1.1 Purpose limitation
Purpose limitation lies at the core of the legal framework established for the protection of personal
data. Processing of personal data (which includes collection) must be undertaken for a specified,
explicit and legitimate purpose (Art. 4 lit. b LED). The purpose has to be identified/defined prior to the
data collection.51 Specified is the purpose, when it is sufficiently defined to determine what kind of
processing is and is not included within the specified purpose.52 To be explicit it has to be sufficiently
unambiguous and clearly expressed.53 Moreover, the purpose has to have a legal ground and has to
be compliant with general principles. (e.g. non-discriminatory). 54 The general purpose of the
TITANIUM Tools is to investigate and mitigate illegitimate activities (relating to either crime or
terrorism) involving virtual currencies and/or underground market transactions. Thus, TITANIUM tools
generally pursue a legitimate goal.55 Beside data from seized devices, TITANIUM tools will process
publicly available data from darknet markets and for as well as from the blockchain of
cryptocurrencies. While this “limitation” is not a sufficient specification of the purpose in itself, the
purpose of data processing can be further specified for each tool individually (see Section 4). The
specification of the purpose is similarly important to define the legal basis of the processing, as well as
to control the scope of usability (e.g. restricted functionality/access to specific tools).
Further processing, i.e. processing of data originally processed for another purpose, has to be assessed
case-by-case and has to be either compliant with the previous purpose of processing or necessary and

51

The European Parliament and the Council, DIRECTIVE (EU) 2016/680 OF THE EUROPEAN PARLIAMENT AND
OF THE COUNCIL of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such
data, and repealing Council Framework Decision 2008/977/JHA, L 119/89, 27.04.2016, Recital 26.
http://data.europa.eu/eli/dir/2016/680/oj, accessed 16 April 2018.
52
Article 29 Data Protection Working Party, Opinion 03/2013 on purpose limitation, p. 15.
http://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2013/wp203_en.pdf,
accessed 16 April 2018.
53
Ibid., p. 12.
54
Ibid.
55
The European Parliament and the Council, DIRECTIVE (EU) 2016/680 OF THE EUROPEAN PARLIAMENT AND
OF THE COUNCIL of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such
data, and repealing Council Framework Decision 2008/977/JHA, L 119/89, 27.04.2016, Article 1,2.
http://data.europa.eu/eli/dir/2016/680/oj, accessed 16 April 2018; ECtHR, no. 22009/93, [Z v. Finland]
Disclosure of personal data; confidentiality of health data; appropriate safeguards (1997); ECtHR, no. 30562/04
& no.30566/04, [Marper v. the United Kingdom] Police Retention of fingerprints and DNA (2008); Mendez,
Mario, ‘Opinion 1/15: The Court of Justice Meets PNR Data (Again!)’ (2017),
http://www.europeanpapers.eu/en/system/files/pdf_version/EP_eJ_2017_3_3_Overview_Mario_Mendez_0.p
df.
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proportionate to other purposes in accordance with Union or Member State law56, in particular if it is
for archiving in the public interest, or for scientific, statistical or historical use.57
The processing of special categories of data shall be allowed only where strictly necessary, authorized
by Union or Member State law, and only to protect vital interests of the data subject or another natural
person. 58 Special categories of personal data are those revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic
data, biometric data for the purpose of uniquely identifying a natural person, data concerning health
or data concerning a natural person's sex life or sexual orientation. 59 While not intended, the
processing of publicly available data may include special categories of data. If such data arises during
the processing (e.g. by crawlers) it has to be deleted/anonymised if the pursued purpose can be
reached without such information.
As a consequence, TITANIUM tries to exclude such data from the processing by default. Nevertheless,
the processing of such data may be crucial for specific investigations, making it necessary to allow for
the exceptional use of such data under the above stated premises. For the technical specifications and
implementation of those needs in the tools, see Section 4.
2.3.1.2 Data Minimization
According to Art. 4 I lit. b, c LED it has to be ensured, that personal data collected are not excessive
and not kept longer than necessary for the purpose for which they a processed (data minimisation
principle).60
Personal data may only…
•
•
•

56

be processed if necessary for the purpose,
be processed at the highest level of aggregation sufficient to use the tools,
be kept in a form which permits identification of data subjects for no longer than is necessary for
the purpose. If it is not necessary anymore it has to be erased or anonymized.

The European Parliament and the Council, DIRECTIVE (EU) 2016/680 OF THE EUROPEAN PARLIAMENT AND
OF THE COUNCIL of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such
data, and repealing Council Framework Decision 2008/977/JHA, L 119/89, 27.04.2016, Article 4 (2).
http://data.europa.eu/eli/dir/2016/680/oj, accessed 16 April 2018.
57
Ibid., Article 4 (3).
58
Ibid., Article 10 lit. a, b.
59
ECtHR, no. 22009/93, [Z v. Finland] Disclosure of personal data; confidentiality of health data; appropriate
safeguards (1997); The European Parliament and the Council, DIRECTIVE (EU) 2016/680 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data by competent authorities for the purposes of the prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal penalties, and on the free movement
of such data, and repealing Council Framework Decision 2008/977/JHA, L 119/89, 27.04.2016, Article 10.
http://data.europa.eu/eli/dir/2016/680/oj, accessed 16 April 2018.
60
The European Parliament and the Council, DIRECTIVE (EU) 2016/680 OF THE EUROPEAN PARLIAMENT AND
OF THE COUNCIL of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such
data, and repealing Council Framework Decision 2008/977/JHA, L 119/89, 27.04.2016, Article 4, 20 (1); Recital
26. http://data.europa.eu/eli/dir/2016/680/oj, accessed 16 April 2018.
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While the necessary degree of “minimisation” is dependent on the specific purpose, the minimal
amount of data needed for the tools to work sufficiently should be the default configuration. The
TITANIUM tools have to be able to act compliant to the data minimisation principle.
Especially the use of machine learning algorithms may be particularly problematic with regard to data
minimisation, given that the effectiveness of many algorithms is dependent on the availability of (large
amounts of) data. 61 Where possible tailored algorithms should be favoured over the use of larger
amounts of data. In this respect the continuous development and optimization of algorithms is
desirable as it can reduce the amount of necessarily processed data (e.g. similar effective outcomes of
blockchain analysis, while only analysing the blockchain partially). TITANIUM partially develops
“intelligent” algorithms which adapt to new circumstances (e.g. new forum structures), thereby
potentially reducing the amount processed data in investigations. (e.g. by targeted scraping of specific
posts, rather than complete sites) Having said this, as research and development based on real data
can state a further interference with the rights to data protection and privacy it should not be
undertaken by LEAs unless there is a legal basis to do so.
2.3.1.3 Storage Limitation
Member states shall provide for appropriate time limits to be established for the erasure of personal
data, or a periodic review if data storage is still necessary. 62 Specific time limits depend on
transposition into national legislation, leading to the need of adjustable retention times for different
kinds of data, periodical reminders, etc. in TITANIUM. On this matter, the Article 29 Working Party,
states that the wording of the directive leaves room for the implementation of a mixed system with
general maximum time limits, and a periodical review with if the data is still needed.63
Pursuant to Article 4 (3) LED, an enhanced storage period for personal data can be compliant with the
directive if further processing is foreseen by law, and is not incompatible with the original purpose for
the processing.64 Compatibility is usually given if it is for the purposes stated in Article 1 (1) LED as well
as archiving in the public interest, scientific, statistical or historical use. Hence, although dependent on
domestic legislation, the storage of data from some of the TITANIUM tools might be subject to
extended storage periods for the above stated reasons. In order to safeguard compliance with the
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Domingos, Pedro, ‘A Few Useful Things to Know about Machine Learning’ (2012),
https://homes.cs.washington.edu/~pedrod/papers/cacm12.pdf.
62
The European Parliament and the Council, DIRECTIVE (EU) 2016/680 OF THE EUROPEAN PARLIAMENT AND
OF THE COUNCIL of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such
data, and repealing Council Framework Decision 2008/977/JHA, L 119/89, 27.04.2016, Article 5.
http://data.europa.eu/eli/dir/2016/680/oj, accessed 16 April 2018; c.f. CJEU, C-293/12 & C-594/12, [Digital
Rights Ireland] Storage of electronic communication data for law-enforcement purposes (2014).
63
Article 29 Data Protection Working Party, Opinion on some key issues of the Law Enforcement Directive (EU
2016/680), WP 258, 07.12.2017, p. 3. http://ec.europa.eu/newsroom/just/document.cfm?doc_id=48804,
accessed 16 April 2018.
64
See The European Parliament and the Council, DIRECTIVE (EU) 2016/680 OF THE EUROPEAN PARLIAMENT
AND OF THE COUNCIL of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such
data, and repealing Council Framework Decision 2008/977/JHA, L 119/89, 27.04.2016, Article 4 (3) LED.
http://data.europa.eu/eli/dir/2016/680/oj, accessed 16 April 2018; Article 29 Data Protection Working Party,
Opinion on some key issues of the Law Enforcement Directive (EU 2016/680), WP 258, 07.12.2017, p. 3.
http://ec.europa.eu/newsroom/just/document.cfm?doc_id=48804, accessed 16 April 2018.
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storage limitation principle, adaptable review periods/alerts have to be implemented in the TITANIUM
tool chain.
2.3.1.4 Accuracy (Data Quality)
The quality of the data is of particular importance, as it is the basis of trials and convictions of suspects.
The suspects' right to a fair trial65, as well as the need for effective law enforcement in democratic
societies make it necessary for data to be as accurate as possible. Pursuant to Art. 7 LED, data have to
be up-to-date, adequate and relevant.
Unfortunately, the factual accuracy of data in investigations is often hard to determine, usually due to
the sources of the information. This holds true for information/data obtained through testimonies, as
well as for information obtained from publicly available sources. With regard to data driven
techniques, the need for accurate data has to be conciliated with the rights to data protection and
privacy. To be compliant with this principles multiple measures have to be implemented in TITANIUM.
At first glance, counteracting the principles of data protection, the sources have to be extensive
enough to provide accurate outcomes. Having said this, the processing still underlies legal obligations
of domestic law, in particular the need for a legal basis, limiting the extensive processing to specific
cases of certain gravity (e.g. murder or terrorism). Smaller offences are unlikely to state a reason for
extensive processing of data. TITANIUM tries to adjust and limit the scope and sources as far as
technically possible. The specific technical issues, especially with regard to probabilistic outcomes, will
be discussed for each function/tool individually.
Where the accuracy of data is in question, it has to be annotated/marked to avoid misinterpretation
by LEAs or courts. This particularly requires metatags revealing the source of the data and, by this,
allow for assessing accuracy of the data.
Pursuant to Article 6 LED it is necessary to implement data subject categories. The directive postulates
a differentiation between suspects66, persons convicted of a criminal offence67, (suspected) victims68,
and other parties to a criminal offence (e.g. possible witnesses, experts). 69 As far as data of nonsuspicious persons unavoidably falls under the scope of processing, it should also be in an own
category, excluding those data from further, unnecessary, processing.
The data processed in TITANIUM has also to be marked based on personal data categories making it
possible to exclude specific kinds of data from the processing (e.g. intimate data, private data).70 This
process is unlikely to be effectively automatized due to the necessary weighing of interests and should
hence be undertaken by the investigating officer, a prosecutor or a judge.
External data as well as databases created by the tools (e.g. transaction data with annotations) should
be reviewed in this respect. Moreover, the data stored with the TITANIUM tools has to be subject to
periodical review, making it possible to correct or delete wrong data. The possibilities of data subjects

65

See above: Section 2.1.2
The European Parliament and the Council, DIRECTIVE (EU) 2016/680 OF THE EUROPEAN PARLIAMENT AND
OF THE COUNCIL of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such
data, and repealing Council Framework Decision 2008/977/JHA, L 119/89, 27.04.2016, Article 6 lit.a.
http://data.europa.eu/eli/dir/2016/680/oj, accessed 16 April 2018.
67
Ibid., Article 6 lit. b.
68
Ibid., Article 6 lit. c.
69
Ibid., Article 6, lit. d.
70
Ibid., Article 7.
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to refute the accuracy of personal data may vary depending on the applicable legislation. Still, the
TITANIUM tools have to be able to effectively delete or correct data.71
2.3.1.5 Integrity and confidentiality (Data Security/Protection)
Technical and organizational measures for securing data have to be appropriate to the risk, in
particular as regard the processing of special categories of personal data.72 For determining what is
appropriate the ‘state of the art’, the costs of implementation, and the nature, scope, context and
purposes of the processing as well as the risk of varying likelihood and severity for the rights and
freedoms of natural persons have to be taken into account.
The following measures have to be implemented (in an appropriate way, see above) to act in
compliance with the LED (in particular, Art. 29 para 2 lit. a–j).
•

•

•

•

•

71

Equipment access control: The LEAs have to deny unauthorized persons access to processing
equipment. From a technical perspective the tools can be run as in-house services, or as a cloud
service. Regardless the specific implementation, the access to equipment has to be controlled by
the users of the tools.
Data media control: TITANIUM tools have to implement measures to prevent the unauthorized
reading, copying, modification or removal of data media. As misuse cannot be prevented with
certainty, TITANIUM will moreover implement extensive logging of interaction with the tools.
Storage control: The unauthorized input of personal data and the unauthorized inspection,
modification or deletion of stored personal data have to be prevented by the tools. To ensure the
effective control the data generated in TITANIUM should be saved in an unalterable way,
connected to specific cases (reference numbers). TITANIUM tools have to implement enforceable
user restrictions and log all handling of the data.
Data access control: The tools have to ensure that only authorized persons can use the automated
processing system and limit the access to the personal data accordingly.73 Data access control will
take place on two levels. Firstly, the general access to functions of the TITANIUM tools is restricted
to specific users and situations. On a second level, the scope of the function of tools should be
adaptable to the legal basis applicable in a specific case. That could mean that the graphical
analysis of the transactions on the blockchain may be limited to a maximum amount of “hops” or
the scraping of data from the darknet is limited to specific pages containing previously determined
keywords (e.g. a specific bitcoin address). The possibilities of the implementation of such
restriction is subject of current research within the project.
Communication control: Ensure that it is possible to verify and establish the bodies to which
personal data have been or may be transmitted or made available to. The sharing of data between
LEAs falls under the scope of their specific legislation. The TITANIUM tools won’t be able to
effectively prevent wrongful sharing of data. In this regard, the data export from the tools could
be limited to specific users as part of the user access control.

ECtHR, no. 30562/04 & no.30566/04, [Marper v. the United Kingdom] Police Retention of fingerprints and
DNA (2008).
72
The European Parliament and the Council, DIRECTIVE (EU) 2016/680 OF THE EUROPEAN PARLIAMENT AND
OF THE COUNCIL of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such
data, and repealing Council Framework Decision 2008/977/JHA, L 119/89, 27.04.2016, Article 19 (1).
http://data.europa.eu/eli/dir/2016/680/oj, accessed 16 April 2018.
73
C.f. CJEU, C-293/12 & C-594/12, [Digital Rights Ireland] Storage of electronic communication data for lawenforcement purposes (2014).
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•

•

•
•

•

Input control: Ensure that it is subsequently possible to verify and establish which personal data
have been put into automated processing systems and when and by whom the personal data were
input. TITANIUM tools will ensure input control by extensive logging of the usage of the tools.
Transport Control: LEAs have to prevent the unauthorized reading, copying, modification or
deletion of personal data during transfers of personal data or during transportation of data media.
TITANIUM will implement measures such as encryption to avoid the unauthorized use of data. The
respective users/LEAs will be responsible for further protection of data during transportation.
Recovery: Ensure that installed systems may, in the case of interruption, be restored. TITANIUM
tools will be implemented in a way to backup stored data in an appropriate way.
Reliability: The software has to ensure that the functions of the system perform correctly and that
the appearance of faults in the functions is reported. TITANIUM tools will be subject to extensive
logging, thereby making the analysis of possible technical issues possible. Moreover, during the
development phase TITANIUM tools will be subject to intense evaluation during so called Field
Labs.
Integrity: Ensure that stored personal data cannot be corrupted by means of a malfunctioning of
the system. The integrity of data stored by TITANIUM tools can secured by the implementation
backup routines, and general access control on a software level.

The above stated principles should be appropriately addressed in the development and operational
use of tools. While some principles go beyond what is possible to guarantee in the development phase
of the tool, the project aims to develop tools that support data controllers to act in accordance to
these principles. That said, the misuse of data is a problem which cannot be prevented with sufficient
certainty.
2.3.1.6 Accountability
Generally, the controller is accountable. The algorithms should be understood and work in a provable
way to make them open to review in trials or by supervisory authorities. Art. 11 (1) LED states that
decision based solely on automated processing, including profiling, which produces an adverse legal
effect concerning the data subject or significantly affects him or her has to be prohibited.74 Assuming
the majority of data processing will have an adverse legal effect on data subjects, there have to be
measures to avoid decision making solely based on automated processing. Having said that, the
algorithmic support of natural decisions is accepted by the LED and the GDPR alike.75
Although TITANIUM tools are likely to be used by specialized departments within the LEAs, it is unlikely
that users understand the underlying functioning of the tools. Therefore, it will be necessary to inform
users about potential problems arising due to the use of self-learning algorithms, used heuristics, or
false positives. These issues strongly depend on the specific technical realization of the functions, and
have to be identified before operational use, as well as in an on-going manner in operational use. With
regard to heuristics it has to be clear that outcomes are of probabilistic, rather than deterministic
nature. There are various voices urging the need for an independent instance to review complex
algorithms previous to their use. Currently, those instances are not implemented in the member
states, but TITANIUM should be able to comply with potential future obligations76.
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See also Recital 38 LED.
C.f. Martini, Mario, ‘Algorithmen als Herausforderung für die Rechtsordnung’, JuristenZeitung , Vol. 72, no.
21 (2017): pp. 1017–1025.
76
E.g. Boehme-Neßler, Volker, ‘Die Macht der Algorithmen und die Ohnmacht des Rechts’, Neue Juristische
Wochenschrift (NJW) , Vol. 70, no. 42 (2017): pp. 3031–3037; Martini, ‘Algorithmen als Herausforderung für die
75
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2.3.1.7 Transparency
Generally, the processing of personal data must be lawful, fair and transparent in relation to the
natural persons concerned.77 This does not prevent LEAs from carrying out activities such as covert
investigations, as long as those have a legal basis, though. Since a previous information of the data
subject will regularly counteract the pursued purpose, the notification process has to be carried out
subsequently. As a consequence, to guarantee transparency and make the subsequent notification of
the data subjects possible, data processing by users or an algorithm has to be logged in the TITANIUM
tools, while logs should be tied to specific cases. Furthermore, the following information about the
data controller has to be available to the data subject78:
•

The identity and the contact details of the controller;

•

The contact details of the data protection officer, where applicable;

•

The purposes of the processing for which the personal data are intended;

•

The right to lodge a complaint with a supervisory authority and the contact details of the
supervisory authority;

•

The existence of the right to request from the controller access to and rectification or erasure of
personal data and restriction of processing of the personal data concerning the data subject;

•

The legal basis for the processing;

•

Retention periods for personal data;

•

Where applicable, the categories of recipients of the personal data;

•

If necessary, information about the source of the personal data (where was data collected).

2.3.1.8 Compliance
The controller shall be responsible for, and be able to demonstrate compliance with, paras 1, 2 and 3
of Article 4 of the LED. To demonstrate compliance with the above stated principles the use of and
access to the tools and data has to be logged insofar as personal data are affected.79 As most of the
data processed by TITANIUM tools will be related to identifiable individuals a comprehensive logging
is necessary.
Pursuant to Article 27 (1) LED member states shall provide for the necessity to assess the impact of the
envisaged processing if it is likely to cause a high risk to the rights and freedoms. 80 This so called “Data
Protection Impact Assessment” (DPIA) has to be conducted by the LEAs using the tool. The finding from
the DPIA conducted during the development phase of the tools can ease subsequent assessments.

Rechtsordnung’ (above, n. 75); Martini, Mario, ‘Wenn Maschinen entscheiden… -vollautomatisierte
Verwaltungsverfahren undder Persönlichkeitsschutz’, Neue Zeitschrift für Verwaltungsrecht - Extra (NVWZ) ,
Vol. 72, no. 21 (2017): pp. 1017–1072; Tutt, Andrew, ‘An FDA for Algorithms’, SSRN Journal (2016).
77
The European Parliament and the Council, DIRECTIVE (EU) 2016/680 OF THE EUROPEAN PARLIAMENT AND
OF THE COUNCIL of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such
data, and repealing Council Framework Decision 2008/977/JHA, L 119/89, 27.04.2016, Recital 26.
http://data.europa.eu/eli/dir/2016/680/oj, accessed 16 April 2018.
78
Ibid., Article 13 (1).
79
Ibid., Article 25.
80
Ibid., Article 27 (2).
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If personal data is processed, subsequent notification is generally necessary to let data subjects
challenge legality of processing/surveillance retrospectively.81 The general obligation constituted in
GDPR to inform the data subject, is not existent in the LED. The obligation to notification can appear
in different contexts, though. LEAs may have obligations to provide information to the data subject (on
request) depending on national legislation. With regard to TITANIUM tools this would only be possible
where individuals are identified eventually. Due to the extensive logging of the tool usage, the
retrospective evaluation of the lawfulness of the processing will be possible. Moreover, the criminal
attorney/defendant usually has to get access to records during the trial.
If a data breach occurs and personal data are affected, it is necessary to notify the respective
supervisory authority unless the data breach is unlikely to result in a high risk to the rights and
freedoms of natural persons.82 The notification has to contain a description of the nature of the data,
including data categories and number of affected data subjects, where possible.83 Moreover, the likely
consequences of the data breach,84 and the name and contact details of the data protection officer,
have to be part of this notification. 85 If there is a high risk to the rights and freedoms, similar
notification obligations arise with regard to the data subject, although the information on the nature
of the data may be excluded.86

3

Legal Impacts – Field Labs

TITANIUM is developing tools to automatically process (personal) data. Consequently, the
development phase falls under the material scope of the GDPR, pursuant to Article 2 (1) GDPR, where
personal data is processed.
This deliverable focuses on the legal impacts of the specific tools, not on the development itself.
Nevertheless, the development phase has to be compliant with the regulations of the GDPR, which
falls under the domain of the DPO of the project.
Having said that, for the operational evaluation of the tools, it is planned to conduct Field Labs to
evaluate the functioning. In these Field Labs, LEAs will be able to test and evaluate the TITANIUM tool
chain and give feedback to the developers.
While the use of real personal data may be desirable from an investigatory point of view, in the context
of personal data TITANIUM is likely to use solely synthetic data during Field Labs. Firstly, in
constitutional democracies the work of LEAs underlies strict regulations, which are predominantly
independent from the European legislator. Therefore, rules for the realization of Field Labs potentially
differ immensely between places of conduct.
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Boehm, Franziska and de Hert, Paul, ‘Notification, an important safeguard against the improper use of
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Secondly, the knowledge of incriminating material triggers an obligation to investigation 87 in all
countries the Field Labs are going to take place in. Consequently, the national rules for such
investigations are applicable. The processing of personal data generally constitutes an interference
with fundamental rights and is in need of a legal basis pursuant to the LED. The legal basis - at this
point - remains uncertain in most member states, though. These issues are subject to further research
and will be updated through the course of the project, and addressed in future deliverables,
particularly D2.3.

4

Legal Impacts – Operational use of TITANIUM tools

The following section evaluates potential legal impacts based on (presumed) core functionalities of the
TITANIUM tool chain, while taking possible measures to influence the potential intensity of an
interference with the fundamental rights into account.
As shown above, most tools and functions rely on data deemed ‘personal’ within the meaning of the
LED (as well as the GDPR). TITANIUM aims to reduce the investigation costs for LEAs by 20%. 88
Therefore, at least from an economic and sustainability perspective, TITANIUM tools should be lawfully
applicable in as many scenarios as possible. As discussed above, following the principle of
proportionality, more intense interferences are only available to LEAs in specific/limited scenarios. Less
intense interferences go along with more potential use cases but might also cause a loss of the general
effectiveness.
With regard to potential legal bases the analysis of domestic legislation is necessary. Nevertheless, the
cited case law regarding the above stated principles gives an indication on the necessary legal design.89
Case law, and in particular the LED show specific needs necessary to be implemented by the domestic
legislator, and which therefore have to be put into consideration in the development of the specific no
matter the current state of the respective legislation. The following section will discuss possibilities
and necessities regarding the implementation of those legal obligations with regard to specific tools
and functionalities of TITANIUM.

4.1 Crawling and Scraping Darknet Fora and Markets
One element of TITANIUM are tools, which are able to intelligently crawl and scrape data from publicly
available darknet markets and fora. This is of great interest for LEAs, as the manual analysis and
searching of darknet sites is rather ineffective due to the sheer size of many of such platforms.
Therefore, the tools should be able to support such investigatory measures without unduly intensifying
the interference with fundamental rights of the users of the platforms.
The untargeted crawling and scraping of publicly available data states an intense interference with
fundamental rights to privacy and data protection and is therefore unlikely to be based on
comprehensive law.90
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C.f. §§ 152, 163 German CCP; §§ 99, 100 Austrian CCP; Chapter 3, Section 3 of the Finish Criminal
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As shown above, there are various interference reducing measures, which should be implemented in
a flexible manner for crawlers and scrapers to be to be adaptive for specific legislations and cases. For
this deliverable, the term crawling refers to the specific functionality to automatically access websites
with a so called “agent” to extract specific information (URL, access time, etc.) which can subsequently
be stored in a database/index. The term scraping is used for tools which are able to extract complete
webpages including their content. Since both functions can be technically combined the terms are
often used interchangeably. From a legal perspective the differentiation on this low level is necessary
to capture all issues arising in the process.

4.1.1 Crawlers
Crawlers in TITANIUM are able to crawl websites in a targeted or untargeted manner. The goal is to
extract specific pieces of information of darknet fora and markets and store them in a database as
basis/source for further investigations or processing (e.g. to scrape data from a website 91 ). The
effectiveness of crawlers depends on the underlying algorithms of the tools. Consequently, one
important goal during the development is the “training” and/or configuration of these algorithms.
While this can generally happen manually, the variety of websites, their changing structures, layout,
content and programming concepts, make a manual adaptation of the algorithms less effective and
sustainable – if not impossible. Therefore, TITANIUM aims to develop tools, which “intelligently” adapt
by analysing darknet fora and markets automatically.
As shown above, the processing of personal data by LEAs interferes with fundamental rights to data
protection and privacy, falls under the scope of the LED and its national transpositions, and thus needs
a legal basis. The quality of the legal basis depends on the intensity of the interference, the context of
processing, and the national legislation. For crawlers the intensity of the interference strongly depends
on the output to the database. The more personal data is extracted during the crawling process, the
more intense the interference. As shown above (Section 2.1.1.2.2. “Scope”) the unlimited and
untargeted gathering and retention of extracted data raises the intensity of the interference to above
what is legally possible in many cases. Therefore, it has to be determined if the intensity of the
interference can be adapted to the underlying legal basis with regard to the severity of the investigated
offence. As discussed, the processing has to be compliant with the (transposed) data protection
principles stated in the LED. Regarding the crawling functionality, it has not been conclusively clarified
yet if the mere crawling of publicly available data (without storage of information in a database)
already states an interference with fundamental rights to data protection and privacy. There is very
limited jurisdiction on this specific topic, some courts denied an interference if the data processing –
in this case license plate numbers - is based on a “hit or delete” concept and data is immediately
deleted if there is no hit.92 For instance, pursuant to German jurisdiction, the mere access without
storage does not state an interference with right to informational self-determination93 if the data is
immediately deleted without further processing. 94 Following this argumentation, crawling without
storage of information would at least act intensity reducing, making “hit or delete” delete concepts an
effective approach to support privacy aware crawling. The intensity of the interference still depends
on concrete implementation, though (e.g. more or less specific keywords).
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Regarding the interference with fundamental rights through TITANIUM tools there are various spots
for intervention. At the current state of development, two general scenarios are thinkable.
•

First scenario: LEA enters a specific search term (e.g. Bitcoin-address; name of a drug; username)
depending on the information available to them and determines the markets/websites that should
be crawled. In the standard configuration the input of the search-term could already exclude
blacklisted terms if they relate to sensitive data (e.g. sexual orientation, religion, etc.) depending
on the specific user and use cases of the tool. If and which terms are blacklisted has to depend on
the circumstances of the concrete investigation. As to avoid unwanted restrictions in specific
investigations such as those regarding child pornography or religious terrorism.
If there is no further information to determine a targeted market, the crawling could be limited to
the TOP10/20/50 markets known to LEAs. The standard configuration should be limited to the
minimal number of crawled sources, to comply with the “privacy by default” principle, although
this might happen at costs of data quality. The minimal amount has to be determined on a case by
case basis and depends on the specific investigation. Where legally possible, wider scopes of
crawling may be used. The crawler could then create an index of pages containing the search term.
The access to this index should be limited to the investigating officer and tied to a specific case,
making it possible to review his actions. Pages not containing the keyword are not indexed and
deleted immediately from the temporary storage without the possibility to access this data at any
time. After the crawl is finished, the LEA could either visit the indexed URLs manually, export the
indexed data to the scraper to extract the relevant information from the sources in a privacy-aware
manner, or annotate relevant addresses in the blockchain-analysis tool. To avoid misuse of the
data, the extracted information should only be accessible by investigating officers/departments
and tied to a specific case/file number.

•

Second scenario: The LEA wants to find out about a specific drug/weapon/etc. to start of an
investigation. The crawler is set up previous to a specific investigation, crawling a specified amount
of darknet fora or markets based for keywords. For instance, one could use LEA databases
containing frequently used drug names and synonyms as keywords to crawl and index
markets/pages on which those drugs are sold/mentioned. Keywords in the index-database have
to be hashed and secured to avoid arbitrary access to and reading of the index. Data from the
index could be analysed in statistical manner, without disclosing specific personal information. In
a second step, if there is a specific case/investigation the LEA officer could search the index based
on specific keywords. If the hashes of the search term and the keyword in the database match, the
indexed URLs could be presented to the investigating officer, making further investigations
without or within the TITANIUM tool chain possible. For further processing the limitations stated
in first scenario apply.

Both scenarios unavoidably interfere with fundamental rights of the affected individuals. Still, the
implementation of access limitations and (further) pseudonymised data can at least reduce the
interference, which is necessary to act compliant with the LED and its national transpositions, as well
as with domestic criminal procedure codes and the legal bases within.
According to Article 20 (2) LED, member states shall provide for the controller to implement
appropriate technical and organizational measures, ensuring that by default only personal data which
are necessary for each specific purpose of the processing, are processed. That obligation applies to the
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amount of personal data collected, the extent of processing, the period of storage and the
accessibility of the data.
The manual research on darknet fora is costly in terms of time and money. One purpose of the crawling
function can be to make this investigation approach more effective by analysing websites
automatically. What data are necessary in the operational use differs from case to case. Therefore, the
scope of crawling is intended to be adaptive to specific situations and requirements of the respective
legislation. It is inherent to the technique of crawling that potentially an extensive number of
websites/individuals is affected.
At least user generated content in the darknet, is related to an identifiable individual and hence
personal data. This holds true in particular for crawling in the context of LEA investigations. The
intensity of the processing can be controlled on two levels. First, the general scope of affected
individuals can be reduced by using specific keywords 95 and/or limiting the duration of crawling –
hereinafter “targeted crawling”. Second, the output of the crawler can be limited. To generate useful
information, rather than merely “surfing” the web, the crawler has to extract/store specific
information into a database. 96 Which information is extracted and stored, has to depend on the
individually adaptable settings of the crawler and the database. Pursuant to Article 20 LED, the default
settings of the crawler have to be as limited as possible. (Data protection by design and by default)
From a technical perspective, the reduction of the scope is possible on the two levels. First, the
crawling itself can be targeted (specific keywords, URL, IP-ranges) or untargeted. Second, the output
to the database can be adjusted, depending on the specific purpose. The scope of the tools has to be
adjusted in accordance to the specific needs of the investigation and in accordance to the respective
legal basis. The same holds true for retention dates of personal data gathered by crawlers.

4.1.2 Scraper
Scrapers are tools, which are able to download/extract content from darknet platforms and add it to
a database in a structured manner. Data from underground markets are likely to contain usernames,
email addresses, and actions on the platform (offers, statements, rankings, etc.) which can/will be used
to identify natural persons. Consequently, such data are classified as personal data. Nevertheless,
TITANIUM aims to develop scrapers which act privacy aware, thus are compliant to the GDPR/LED.
That means, only relevant data shall be put into databases for further processing/analysis. What data
is relevant in the operational use depends on the specific scenario. Hence, it is necessary that the
scrapers can identify and extract information targeted and differentiated depending on the
configuration by the user (specific keywords, usernames, drug names/synonyms). Similar to the
darknet crawlers, to be sustainable, scrapers have to be able to adapt to new platforms they are
confronted with in the darknet. Due to the pace of change in this area a (solely) manual adaptation of
the tools/algorithms is virtually impossible. Consequently, TITANIUM aims to develop scrapers which
adapt intelligently to data they are confronted with to work as accurate and privacy aware as possible.
The automatic adaptation process itself requires an extensive number of data/websites which can be
analysed for this sole purpose. As this “training” data is likely to contain personal data as well, the data
cannot be used in investigations since it is unlikely to be proportionate to investigatory purposes, nor
would it comply with the principle of purpose limitation. One way to avoid legal issues in this respect
could be the outsourcing of automatic algorithm development (“training”) to external research
institutions. This bears the risk, that LEAs lose control over the development and understanding
algorithms, though. Moreover, the external development could lead to dependencies of LEAs to
95
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research institutions. Given the technical knowledge is existent, manual development by LEAs would
be possible as well. Since the concrete evaluation of this problem depends on tool specifications and
feedback from LEAs, it will be addressed over the course of the project.
As a consequence of those needs, the purpose of the processing during research is to train the
algorithms as effectively as possible to identify specific pieces of information, such as timestamps,
usernames, post contents, etc. To achieve this, the analysis is based on various approaches.
Firstly, the DOM Structure of the respective platform97 is analysed. In a second approach the content
of the pages is analysed statistically, with interest in various values (e.g. number of characters/digits;
character to digit ratio). A third approach is to scrape and analyse “unstructured information”, in
particular to identify specific sections in a text (e.g. shipping details, what kind of product, type of
shipment, content). In the operational workflow the data which should be scraped is likely to be based
on the database provided as an output of the crawlers.
Privacy-awareness could be achieved particularly by limiting the scope and the sources of scrapers. As
for the sources the limitations could arise through privacy aware crawling. Ideally, the database from
the crawling function is only filled with content related to a specific investigation (e.g. websites
containing a specific username/bitcoin-address/etc.). The scope of the scraped data could be further
limited depending on the respective situation and available legal basis (e.g. only scrape single pages,
single forums/markets, specific fora, only the first three pages of a discussion). This way the scraping
of the data could be adapted to the minimal intensity depending on the concrete investigation.
Furthermore, especially darknet fora could contain information which fall under the scope of Article
10 LED (special categories of data), and hence have to be excluded or obfuscated in many cases unless
the processing is absolutely necessary and allowed by domestic or European legislation. This limitation
does not apply where such information is manifestly made public by the data subject. 98 The
assessment if such information is manifestly made public should be undertaken manually. This could
be achieved by automatically present such data in an obfuscated form, while making it possible for the
user to de-obfuscate such information where deemed strictly necessary by the user. The decision to
de-obfuscate such data should be reasoned and be logged within the TITANIUM tool to be open for
retrospective judicial/supervisory review.

4.2 Blockchain analysis
The purpose of the blockchain analysis is to generate clusters of addresses/transactions belonging to
a singular entity which then might be connected to external identifiers (username, name, IP address,
etc.) or information. This is especially important due to the (extensive) use of cryptocurrencies in
criminal activities.99 The research in TITANIUM is focused on Bitcoin and altcoins which run on so called
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“permissionless” blockchains, that is, everyone can be part of the system, making the blockchain
publicly available. Since each public key relates to an identified or identifiable person, the transaction
data on the blockchain is deemed personal data. Consequently, the processing of such data has to be
compliant with the LED and its domestic transpositions. A further problem of darknet investigations is
the analysis of cross-ledger transactions and mixing services. Mixing transactions is a common way to
obfuscate the flow of value. The analysis of obfuscation techniques is part of the TITANIUM research
and as such implemented in the TITANIUM tools.
The second step is the analysis of the transaction data stored on the blockchain. The goal of the analysis
is to find address clusters which then, ideally, can be associated with other identifiers (usernames, IP
addresses, platforms). Virtual currency ledgers contain (meta-)data of the transactions of the
respective currency (e.g. Bitcoin) in a form which does not allow direct identification of natural persons
per se. 100 Nevertheless, pseudonymised data from the blockchain can be tied to natural persons,
especially in the context of processing by LEAs. In addition to that, bitcoin addresses which are likely
connected to the same entity can be clustered.101 Consequently, pseudonymised data from virtual
currency ledgers are classified as personal data within the meaning of the LED/GDPR. The
anonymization of such datasets is not an option in the investigatory context as it would thwart the
necessary connection between individuals and transactions.

4.2.1 Gathering
The clustering of addresses from the blockchain can be an effective leverage point for criminal
investigations.102 Such techniques are only possible/effective if the blockchain as a whole is processed.
It is inherent to the concept of the researched blockchains, that the whole blockchain (although the
versions may slightly differ between nodes) can be stored and updated on each node participating in
the system. Moreover, the processing of such data requires time and cannot be undertaken “on-thefly”, due to limited computational power.
Therefore, the operation of a node is necessary to gather such data. As blockchain technology is based
on a Peer-to-Peer network (p2p), the operation of a node goes along with the processing of IPaddresses of other participants in the network. Dynamic IP addresses are deemed personal data under
the European jurisdiction, if the controller/processor has the [legal] means which enable it to identify
the data subject,103 which will be the case for LEAs using the TITANIUM tool chain.
The temporary storage of IP addresses without access by LEAs does – if at all – only state a very limited
interference with the fundamental rights to data protection and privacy. While technically necessary
to run a node, TITANIUM does not implement functions to gather IP-addresses of other
nodes/participants in the network beyond what is technically necessary. It is hence that TITANIUM did
not implement blockchain nodes as “sensor-network” that could potentially geo-locate specific nodes
and transactions to a certain degree.104 While such functions would be potentially helpful for LEAs, the
untargeted processing of IP-addresses currently lacks a legal basis under European member states

100

Rückert, ‘Virtual Currencies and Fundamental Rights’ (above, n. 45).
Pesch and Böhme, ‘Datenschutz trotz öffentlicher Blockchain?’ (above, n. 99); Harrigan, Martin and Fretter,
Christoph, ‘The Unreasonable Effectiveness of Address Clustering’, http://arxiv.org/pdf/1605.06369v2,
accessed 16 April 2018.
102
Pesch and Böhme, ‘Datenschutz trotz öffentlicher Blockchain?’ (above, n. 99), 95 ff.
103
CJEU, C-582/14, [Breyer v. Germany] Decision on "IP-Addresses" and personal data (2016); ECtHR, no.
30562/04 & no.30566/04, [Marper v. the United Kingdom] Police Retention of fingerprints and DNA (2008).
104
C.f. https://bitnodes.earn.com/.
101

24
legislations represented in TITANIUM and beyond.105 While some competitors offer such services, the
legal basis of their processing probably lies in banking regulations that require providers of banking
services to comply with the “know-your-customer” (KYC) principle, customer due diligence and to
implement risk-assessment measures to fight white-collar crimes like money laundering or tax
evasion.106 In addition, they are required to record and report suspicious transactions.107 Using these
IP-addresses in another context would mean a ‘further processing’ within the meaning of Art. 5 (1) lit.
b and hence requires compatibility with the purpose it was originally collected for. As TITANIUM and
in particular LEAs itself do not fall under the KYC-principle or any other banking regulation an initial
legal basis for continuous collection and storage of IP-addresses is currently not existing. It should
also be noted that the existence of such services not necessarily imply the lawfulness of such an
approach.
Geo-locating transactions (and/or users) would further require multiple nodes to be run in the p2pnetwork in different geographic areas that are subject to different legislations. The use of such an
approach would bear the risk of interfering the principle of territoriality108 in law enforcement as nodes
would be needed on foreign territory. The latter, again, is less critical for commercial providers of
blockchain intelligence/information but problematic if directly conducted by LEAs. Unfortunately, the
accuracy is dependent on the number of nodes in the system making it necessary to have an
(geographically) widespread sensor network in place to produce efficient information.
Last but not least, TITANIUMs goal is to develop privacy aware sustainable software that ensures not
only legal but also ethical compliance. TITANIUMs exchange with relevant stakeholder groups (e.g.
cryptocurrency communities, civil society groups) as part of D2.4 (PIA+) the continuous logging of IPaddresses within the network could/would be deemed as a surveillance measure, or a Sybil-attack on
the cryptocurrencies p2p-network which would not be in line with TITANIUMs goals and principles.109
Aspects of efficiency and relevant information always need to be balanced against interferences with
fundamental rights of the affected persons. A lack of such balancing in the project could lead to
potentially unlawful processing of data as can partly be observed in other projects.110 A key aspect of
projects in the area of freedom, security and justice – such as TITANIUM – is to maintain public trust.
It is hence of utmost importance to ensure the lawfulness of all approaches to avoid losing trust of the
society not only in research but also in law enforcement.111
Depending on the specific needs of the LEA, the copy of the blockchain can be updated frequently.112
The analysis of older versions of the blockchain is rather ineffective for ongoing investigations, since
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recent transactions can be of great interest for investigations. While being personal data, the analysed
blockchains are unlikely to contain special categories of data meriting enhanced protection or resulting
in an intensification of the interference. 113 Nevertheless, as shown in recent research at least the
Bitcoin blockchain contains incriminating material114, making its storage potentially illegal under some
European legislations. For the storage by LEAs such blocks could be obfuscated without losing
information necessary for the analysis – the same holds true for special categories of data potentially
stored on the blockchain. Moreover, it is likely for legislations and jurisdictions to adapt for problems
based on decentralized storing models such as the blockchain.115 The storage of the data sets forms
the basis for the processing of the data by LEAs. Current analytical approaches usually rely on the
complete blockchain as a dataset. In theory, a limitation to specific sections of the Blockchain could be
possible. However, more research has to be conducted as to what the implications of such limitations
would be. For instance, if clusters need to be pre-calculated the clustering of the entire graph is
necessary. This could be necessary to allow a smooth user experience during the investigation.
However, if clusters are generated “on-the-fly” they can potentially create “sub-graphs” effectively
fostering the data minimization principle. Such approaches need to be subject of future research. As
long as it remains unclear how such approaches influence the reliability and the accuracy of the
analysis only the best researched approaches should be used in critical environments such as law
enforcement. If novel approaches appear, a weighing of the data protection principles such as data
minimization and data accuracy between various approaches will become necessary.
Besides the blockchain itself, public market data about the blockchain/cryptocurrency is collected in a
continuous manner from the “ShapeShift.io” API. The scraped data contains recent transactions 116
(value, timestamp, currency in, currency out) and exchange rates (currency pair, rate limit, minimum
deposit, miner fee). Since the latter are related to the exchange itself, rather than to individuals, such
data is not deemed personal data within the meaning of the LED, as long as it is not connected with
specific transactions. For the abovementioned reasons, a reduction of the scope of storage is
technically not possible at this point. Nevertheless, the data has to be subject to periodical review, and
cannot be stored longer than necessary with regard to the previously defined purposes.
Regarding other data protection principles, the necessary safeguards have to be implemented in
TITANIUM. That means the access to the data has to be limited to a defined circle of persons.

4.2.2 Analysis
The term “analysis” in this deliverable covers the clustering of addresses, the annotation of
clusters/transactions/addresses, and/or the tracing of the flow of cryptocurrencies, potentially over
multiple blockchains. All analysed blockchains are permissionless, making the data/information stored
on them publicly available. As shown above, the processing of such data is less interfering with
fundamental rights to data protection and privacy than the processing of data from other sources.
Nevertheless, the analysis affects an extensive number of individuals, thereby constituting an
interference with the rights to data protection and privacy of all blockchain-users.
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The process of clustering of addresses affects all users similarly. The number of affected individuals
makes general clauses unlikely to be applicable as this processing requires a more specific regulation.
With regard to the annotations, the intensity of the interference depends on the modus operandi. For
manual annotations, the concrete intensity of the interference depends on the storage duration,
accessibility, and the content of the information itself. Pursuant to the data protection principles the
annotations cannot be processed beyond what is necessary for the investigation.
The clustering and tracing of transactions is partly based on a probabilistic approach. Due to techniques
such as “CoinJoin” 117 and mixing services the clustering can potentially produce false positives. To
reach most accurate results, the processing of the whole respective blockchain is necessary. Although
the blockchain data may be reduced to the necessary information118, an effective reduction of the
scope of processing is currently not sufficiently researched. The current approach is hence compliant
with the data minimization principle. However, if novel approaches, algorithms or heuristics allow
similar efficiency with less data subjects affected, these approaches should be used. Additionally, for
the presentation of the analysis results, the graph can be trimmed to specific transactions that are
linked to certain addresses that are of interest in an investigation. If novel analytical procedures are
introduced, the underlying calculations might be limited as well.
The probabilistic approach is difficult to reconcile with the principle of data accuracy. To avoid
inaccurate clustering, periodical review of calculated clusters and implementation of new, more
precise heuristics/algorithms should be technically possible and implemented whenever new mixing
heuristics are discovered. Potentially inaccurate clustering could affect innocent data subjects, who
could then be subject to further processing or investigations, thereby intensifying the interference
with the fundamental rights to data protection and privacy. To counter risks arising from this
probabilistic approach, the tool has to inform the user about risks and difficulties of this approach each
time probabilistic functions or data are used.
The same holds true for any data where the accuracy of data is unclear. Consequently, annotations
added to clusters have to be reviewed and flagged depending on (presumed) correctness/accuracy of
the annotation. The review periods in the tool should be determinable in the in accordance to the
respective domestic legislations and the specific case.
Those risks have to be handled in a maximum privacy preserving manner. One way to reduce the risk,
and thereby the intensity of the interference with fundamental rights, could be a limitation of the
visibility of transactions based on annotations/flagging and specific cases. While the exclusion of
addresses from the clustering process itself would result in faulty results, the exclusion from results
visible to the user could be possible without affecting the effectiveness of the processing. The exclusion
of unimportant/unsuspicious addresses or transactions from the interface would make the tool more
clearly laid out and add to the usability of TITANIUM while the interference with fundamental rights
could be reduced. As automatic predetermination is unlikely to be effective, the manual
exclusion/marking of such addresses should be possible. As a consequence, the tool could exclude
transactions from unsuspicious addresses by default, showing them only if necessary and intended by
the user. Annotations generally have to be limited to a specific case, since further/general accessibility
would not comply with the principle to purpose limitation. Annotations relevant to other cases should
not be presented in other investigations unless it is necessary. It could be a possible to flag
clusters/addresses annotated in other cases with contact details of the investigating
officer/department, though.
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In conclusion, the intensity is reduced due to the pseudonymity and the public availability of data. The
mere storage of the blockchain constitutes a rather small interference which can likely be based on
comprehensive laws. With regard to the cited case law, the great number of affected persons alone,
make general clauses unlikely to be applicable for further processing, such as clustering and
annotations, though. A legal basis allowing the undifferentiated and untargeted processing of such
datasets is unlikely to be in accordance with Article 8 (2) of the Convention as, well as with Article 7 &
8 CFR as it won’t be proportionate, necessary in a democratic society, nor sufficiently clear.119

4.3 Honeypots
The legal impacts for the development and usage of honeypots are difficult to determine since
honeypots can basically gather all kinds of data and function in various ways. For instance, fake
platforms or markets could be created. The mere access of the platform is usually no criminal offence
and can be undertaken for various reasons (e.g. research, curiosity, etc.). Nevertheless, each access
would lead to an exposure of personal data (e.g. IP addresses, login information, browser fingerprints)
and therefore state an interference at least with the right to data protection and privacy. As such
measures are comparable to covert investigations, the domestic legal limitations to such techniques
would have to be taken into account for each use. Moreover, interferences with specific rights
protecting the communication could arise depending on the specific setup. Generally, it is technically
challenging to use honeypots in a precisely targeted manner, which could contradict the intended
“privacy-awareness” of TITANIUM tools, as criminals and innocents would be affected alike. Moreover,
honeypots work secretly, leading to an intensification of the interference. TITANIUM will only research
and develop tools which implement the necessary safeguards to make a lawful use by LEAs possible.
Due to the intensity of such interferences it is likely that such techniques could not or only be usable
in very limited scenarios depending on domestic legislation (e.g. severe crimes). As the specific
functioning of this tool is not yet clear, the legal impacts are impossible to assess at this point.

4.4 Others
Besides

the above stated categories, it is also planned to use data from seized devices. This data is at
least related to the owner of the device, and possibly as well to other individuals. The intensity of such
interference depends on the extracted data, though. While the extraction of mere wallet artefacts may
constitute a rather small interference, the extraction of all data (e.g. pictures, messages, etc.) is
considerably more intense. The use of data from seized devices is rather unproblematic and falls under
the existent domestic regulations.

4.5 Data Consolidation
While all tools/microservices can process personal data individually, the processed data can also be
combined and used with data from other tools. The consolidation of datasets constitutes a further
processing within the meaning of the LED and states a further interference with fundamental rights.
The principles stated in Section 2 also hold true for the processing on consolidated datasets. As a
consequence, depending on the design and elaboration of a potential legal basis for the processing of
publicly available data, the consolidation of data itself may be in need of an own legal basis. Depending
on the future legislative development, an outcome of the legal evaluation of TITANIUM might be a
proposal for such a legal basis. The general limitations and restrictions for individual tools also apply
for consolidated data (e.g. annotation based on scraped data) and for the consolidation itself.
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Restrictions on other data consolidations are not in the scope of TITANIUM tools, or this deliverable.
Nevertheless, TITANIUM tools could at least implement a warning to inform about (legal) risks of data
consolidation (e.g. if data be exported.)

4.6 Conclusion
The legal impacts of individual TITANIUM tools cannot be conclusively determined at this point.
Technical uncertainties, changing and differing domestic legal landscapes make specific legal presets
for the development impossible. What can be ascertained, though, is that the functions of TITANIUM
tools raise a risk to fundamental rights to data protection and privacy guaranteed on domestic and
European level, thus have to have a legal basis.
Following the cited case law, this legal basis has to be sufficiently clear and implement sufficient
safeguards regarding the interference with these fundamental rights. Regarding the processing of
personal data, these safeguards are further specified by the data protection principles in the LED (and
GDPR) as discussed in section 2.3.1. As to be applicable in a variety of possible processing scenarios,
these principles are rather general, leaving room for varying transposition in domestic legislation.
Beyond differences in societal and cultural perception of privacy and data protection reflected in the
respective legislation, legal bases commonly allow for varyingly strong interferences depending on the
investigated offence (principle of proportionality).
As a consequence, each individual tool should account for these general and specific legal variations
by an adaptive implementation of the measures discussed in section 2.1.1. If a flexible control of the
interference intensity is not possible or implemented, the use of the tool will either be limited to very
specific use cases (e.g. terrorism related investigations) or limited in terms of efficiency. For
judicial/legal review a comprehensive assessment of all tools actually used in the investigation is
necessary. The lower the interference of each individual tool, the lower the overall interference with
fundamental rights to data protection and privacy. Consequently, the adaptive capacity of privacy
preserving measures in the tools is key to guarantee the usability of the tools in as many scenarios as
possible, thereby reaching the goal of a 20% cost reduction for LEAs and protecting the privacy of
potential data subjects.
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5

Other ethical and societal issues

TITANIUM will use big data and machine learning algorithms120 to collect, aggregate and analyse data
such as technical identifiers (e.g., cryptocurrency public addresses, usernames), time stamps,
transaction volumes, amounts (of items sold in the darknet), contact data (e.g., e-mail addresses),
(perhaps) product items from clearly determined sources, namely darknet market places and forums,
cryptocurrency ledgers, and possibly seized devices. The focus will be on collecting wallet data + any
communication traffic (e.g., emails, messages, chats etc.) relevant for an investigation case. TITANIUM
tools will be designed to assist LEAs in collecting court-proof evidence. LEAs will use the tools to track
transactions and activities based on their intel hints on suspects or suspicious transactions (they will
have an interface from uploading a list of transactions and annotating identifiers/labels). As part of
research, TITANIUM may propose some methods for anomaly detection. During the research project,
TITANIUM will use synthetic data for the Field Lab tests and research purposes when the use of real
data is not compliant. In real-life application of TITANIUM, LEAs will use real data.
The ethical and societal implications of the tool may, therefore, differ depending on the type of data
used, the specific use and whether the tools are operated as part of law enforcement or during
research and development activities. For this report, these issues are considered in preparation for the
TITANIUM Field Lab tests, but the discussion remains relevant beyond that context. Therefore, we take
a broader approach in identifying some of the core ethical and societal issues (while specifying the
context) that might come into play and need to be borne in mind in preparing for, and during the Field
Labs. Section 5.1 covers the ethical issues, and section 5.2 covers the societal issues.

5.1 Ethical issues
Tools of the kind developed in TITANIUM can lead to significant ethical issues, which will be examined
below. Appropriate safeguards are proposed to minimise any negative impacts of TITANIUM, while
maintaining the operational excellence of the tools. The technical requirements should at least address
security, data minimisation, confidentiality, purpose-binding (access control), and transparency
(logging, integrity protection) constraints.121 Throughout the project, a value-sensitive design, ensuring
adequate ethical safeguards, will be pursued.122

5.1.1 Non-discrimination
Non-discrimination, in the sense of prohibition of difference in treatment based on non-objective and
irrelevant factors, and equality are ethical imperatives,123 crucial to the conduct of sound and objective
research, and fundamental principles of law, reflected in Article 21 (non-discrimination) and Article 20
(equality before the law) of the Charter of Fundamental Rights of the EU. For any interference with
privacy to be justified, balancing the costs and benefits of the TITANIUM tools and spreading them
equally among different social groups, the tool, its functionality and its use must be absolutely non120
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discriminatory. Any discrimination would not only be unethical, but it might make the TITANIUM tools
and their application illegal, thus foregoing any benefits the tools may bring to LEAs and society in
ensuring security. Non-discrimination and equality are values of great importance in criminal
investigations, as fairness, impartiality and trustworthiness of the process form the very basis of a
successful criminal prosecution and/or conviction and can have huge impact on the people involved.
Discrimination in the context of surveillance activities may take place when a decision is made on
whether to target a certain transaction, interaction, a specific nickname or address. By its very essence,
discrimination implies a choice between individuals or groups made based on a distinction.124 This kind
of social sorting or classification of persons or groups can have significant consequences, particularly
when it may lead to further interferences with the human or other rights of a person, as might happen
in TITANIUM. Although during the project’s duration synthetic data will be used, safeguards against
discrimination should be implemented in the design of the tools in anticipation of its law enforcement
applications.
In particular, it is illegal to base discriminatory decisions on protected personal traits or
characteristics.125 Protected personal traits or characteristics under equality or other law e.g., data
protection, might include age, disability, gender, race, religion or belief, sex and sexual orientation.
However, surveillance fundamentally does not affect all persons equally, since one of its goals is to
distinguish persons who need to be controlled from those that are free of that control.126 Impacts may
differ based on the nature of the surveillance, its scope and application.
Surveillance is about gathering knowledge, used to distinguish an individual or groups through some
sort of analysis of transactions, communications, behaviour or activity, and deciding on further actions
to take. As such, surveillance can influence the social standing of a person and may be used to structure
social power and social relations.127
Statistical discrimination may take place when a person/record is segmented into a particular group or
category and the group is targeted.128
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Data-mining tools may be used to identify patterns, which may not have been anticipated and are not
necessarily understood. 129 Such analytical tools could turn vast amounts of data into actionable
intelligence, capable of forming the basis of decisions.130
Particular care should be taken to minimise any discrimination or profiling of persons based on their
age, gender, genetic features131, race, ethnicity, philosophical beliefs, or trade union membership,
sexual preferences, religious beliefs, ICT proficiency, or availability of economic resources in the
context of the development and use of TITANIUM or similar investigatory tools. Recital 38 of Directive
2016/680 states that profiling that results in discrimination against natural persons on the basis of
personal data which are by their nature particularly sensitive in relation to fundamental rights and
freedoms should be prohibited under the conditions laid down in Articles 21 and 52 of the EU Charter.
Since such details are usually completely irrelevant (depending on investigation) to the transactions or
interactions which may be analysed by the TITANIUM tools, they must not be considered by the tools
in any way which may influence them or their functionality. TITANIUM must examine and target
transactions and interactions in the cryptocurrency ledgers or on the darkweb in an impartial and
objective manner, removed from any considerations related to these sensitive pieces of information
regarding individuals.
The compliance of the TITANIUM tools with the ethical and legal principle of non-discrimination is not
to mean, however, that an individual may argue they are being discriminated against if their
transactions and interactions online have been investigated, while another person had not been
identified and captured by the tool.132 Also relevant here is the question whether it would be okay if
the police investigated certain cases, while others went unnoticed or were not investigated, and the
justifications for such actions.
Phase 1: Collection and processing of data
The TITANIUM tools will automatically gather, collect, process, aggregate and analyse data, sourced
from the darknet, cryptocurrency ledgers and possibly confiscated devices. With some exceptions,
(e.g., fora where users share some personal information), the data from these sources is unlikely to
include records of the individuals’ age, gender, ethnicity, religious or political affiliations and other
similar sensitive types of information about them. Instead, the darknet and cryptocurrencies would
effectively offer pseudonymity to its users, since de-pseudonymisation within TITANIUM would only
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take place during phase 2 of the tools’ functionality and will only be implemented on specifically
targeted transactions and interactions.
Nevertheless, even before the de-pseudonymisation of targeted operations takes place, the collection,
aggregation and analysis of data by TITANIUM could be considered an interference with the privacy of
those individuals using the darknet and cryptocurrencies. It is crucial that this also takes place in a nondiscriminatory manner. Although the tools will impact the privacy of darknet and cryptocurrency users,
as discussed below, while not affecting individuals not using these technologies, the equal treatment
of users must be guaranteed.
Regarding users of cryptocurrencies, a complete picture is difficult to compile and the little we know
comes from voluntary self-reporting through online questionnaires. According to a 2014 academic-led
survey on Bitcoin, the average age of respondents to a similar survey was 33 years old, 95% of them
were male and 54% of respondents identified as libertarian or anarchist in their political beliefs (while
conservatives, socialist, centrists and greens accounted for 29%).133 These results are broadly in line
with the results of a 2013-2015 survey by Holytransaction, a wallet company. Over 90% of Bitcoin users
identified as male, around 40% were between 25 and 34 years old and 37% of Bitcoin users considered
themselves to be Libertarian or anarcho-capitalist.134 Although clear tendencies in terms of gender,
political affiliations and age are visible, it is important to note that Bitcoin users are nevertheless a vast
number of people and may not be generalised. Only the users of Blockchain Wallet, the most popular
digital wallet, amount to close to 17 million individuals.135 It is, nevertheless, important to account for
the fact that the Bitcoin community is not equally spread out through different social groups and no
discrimination must take place among the users of Bitcoin and any potential negative impacts of
TITANIUM’s development and application upon them must be minimised.
With regard to darknet and specifically Tor users, it is impossible to “de-anonymise all users all the
time” 136 and, therefore, to know who they are. Nevertheless, aside from criminal and terrorist
activities, there are a variety of legitimate uses of the darknet and the anonymity that it offers. It may
be used by people living in oppressive regimes to avoid government control or online surveillance, by
researchers to discover and share information about computer security weaknesses, tools and
exploits, by journalists, whistle-blowers and sources, for secure communications with devices in the
context of Internet of Things, 137 or by victims of domestic violence attempting to escape their
attackers. These uses must be legitimately recognised when developing and applying the TITANIUM
tools to ensure that any potential harms caused to law-abiding persons using the darknet would be
minimised.
In addition to the more-or-less anonymous darknet and cryptocurrency data which the TITANIUM tools
will gather, data from seized devices may also be incorporated into the TITANIUM datasets. This is,
however, liable to raise their own non-discrimination concerns. Seized devices of various kinds,
especially smartphones, might hold very personal and sensitive information due to their increasing use
as personal assistants, means of private communication, navigators and thought confidants. Such data
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is unlikely to be anonymised and could contain sensitive information about a person, based on which
discrimination may occur. Moreover, discrimination may take place at the point of the device seizure
and the LEA decision to subject seized devices to the TITANIUM tool.
Phase 2: Alerting, targeting and de-pseudonymisation
Targeting specific Blockchain transactions or darknet interactions identified by the TITANIUM tools is
necessary for the tools to operate in a proportional manner from the point of view of privacy
considerations. However, the process of targeting such transactions or interactions may make the
tools liable to potentially act in a discriminatory manner. Whether the TITANIUM tools target
transactions or interactions for further processing and de-pseudonymisation in a discriminatory
manner would depend upon the criteria which result in targeting by the tools. These criteria must be
set in a clear and objective manner, without any relation to sensitive pieces of information (as outlined
before) which may allow for any discrimination to take place. Moreover, attention should be paid to
ensure that the tools do not create other arbitrary categories through which discrimination could take
place.
How discrimination may occur, may depend on the mode of functioning of the TITANIUM tools.
Discrimination could take place in this context, for example, if the TITANIUM tools are alerted by
transactions to particular cryptocurrency addresses or interactions with darknet marketplace profiles,
which have been flagged as related to specific political movements or religious groups. A line must be
drawn between innocent political and religious groups and extremised and dangerous ones, and
between cryptocurrency and darknet users related to the former rather than the latter. Therefore,
close attention should be paid when establishing the criteria which would trigger the TITANIUM system
and prompt further processing and de-pseudonymisation of the persons or organisations carrying out
the relevant transactions or interactions.
In an alternative approach, it is possible that the TITANIUM tools develop the criteria which would
alert them to suspicious activity themselves by processing vast amounts of data and using machinelearning techniques. In such case, unintended discrimination may take place. The algorithms could
adopt discriminatory behaviours or decision-making patterns without even recognising what
discrimination is or being aware that their decision-making corresponds to discriminatory criteria. By
being unable to distinguish between correlation or causation, the TITANIUM tools may learn to target
transactions and interactions related to specific religious or political groups, which are active on
darknet forums or use cryptocurrencies. It could be target persons of specific ethnic or sexual
affiliations, as these may be likely users of darknet or cryptocurrencies, particularly if living in a
conservative and authoritarian states. Such unintended self-developed discriminatory criteria which
would trigger TITANIUM and would prompt de-pseudonymisation of such persons may lead to
different treatments with adverse consequences and must be avoided.
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Safeguards
A few safeguards may help ensure the minimisation of any negative impacts upon law-abiding
individuals using cryptocurrencies or the darknet.
During the research and development stage, in line with the safeguards already developed in
TITANIUM D1.5, a proponent of the legal use of cryptocurrencies and enhanced privacy web use should
join the Ethics Advisory Board and participate in the review of the development and finalisation of the
TITANIUM tools to ensure that the use of (and profiling by) the tools is not conducted in a
discriminatory manner and does not result in a discriminatory treatment contrary to the law and
ethical principles. 138 Specifically, the criteria which trigger further targeting by the tool should be
presented for review to the Ethics Advisory Board. Since algorithmic transparency and accountability
to the public is not possible in a project dealing with classified information, it must be ensured, as far
as possible, through the involvement of appropriate experts and the Ethics Advisory Board, who may
review the algorithm (or pseudocode) in secure circumstances.
Furthermore, to allow the early detection of any potentially discriminatory effects of the application
and functioning of the TITANIUM tools and to counter any discriminatory undue impacts of TITANIUM
upon certain social groups, a trained law enforcement professional may be included as part of the
TITANIUM software functionality. In TITANIUM, suspicious transactions/activities are determined
based on subjective evaluations and criteria from LEAs. A person should be involved to make a final
decision of whether to submit the transaction or interaction in question to further processing and
eventual de-pseudonymisation by TITANIUM. This would also ensure the proportionality of any
interference with privacy and other fundamental rights.
To prevent unintended discrimination which may arise out of machine learning, supervised learning
may be applied, whereby humans would maintain control over the learning process of the TITANIUM
tools and the final alerting criteria which are applied and which the tools will use to detect and target
suspicious activities.
Beyond the research and development stages and in particularly during operational use, to ensure that
the criteria are not discriminatory in any manner and to ensure they serve no other purposes except
law enforcement investigatory purposes, the criteria which alert the TITANIUM tools of suspicious
activities, for example flagged addresses belonging to dangerous individuals and organisations, should
only be changed under specific circumstances in a lawful, fair and transparent manner. To avoid too
many false negatives due to inadequate and incomplete criteria, human involvement is necessary
(TITANIUM will ensure this is ensured when statistical inference methods are applied). LEAs may need
to review data and de-pseudonymisation results and adjust them if necessary. Due to the far-reaching
potential consequences of improper and biased criteria, authorisation of their use by multiple highranking individuals within the LEAs, who are the end-users of TITANIUM, should be required.
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5.1.2 Autonomy
Respect for the autonomy of persons and for their decision-making capacities is one of the core
principles of ethics.139 This includes respect for people’s ability to freely make decisions how to interact
with the world and, in particular, how to represent themselves to other parties.140 Surveillance may
lead to breaches of a person’s autonomy, as it removes much of the control a person would otherwise
have with regard to how they are portrayed to others and what happens to them. In particular, during
the development and application of TITANIUM, personal autonomy may be endangered whenever
individuals and their data become part of the TITANIUM project or are subjected to the TITANIUM
tools without their knowledge or consent.
Due to the classified nature of parts of the project, and as mandated by the nature of law enforcement
surveillance activities, a certain level of secrecy must be maintained throughout the project and
whenever the TITANIUM tools will be used in the future. Therefore, individuals would likely not be
aware that they or their transactions are being observed, nor would they be able to choose or decide
whether they wish to participate or be surveilled in this manner. This is equally valid when using data
from seized devices, whose owners or users will be unable to choose what happens to their data even
though this might be done under the mandate of a court order.
The lack of consent by individuals, whose data will be processed through TITANIUM tools in the context
of their legitimate law enforcement use, may be balanced with the goal of preventing, investigating,
detecting and prosecuting criminal and terrorist-related activities and the interests of law enforcement
in ensuring the usefulness of surveillance activities. If individuals become aware of being surveilled,
they may be alarmed and may alter their activities, imposing a self-censorship of sorts, thus putting
the reliability of any surveillance findings into question. However, while such a balance may be struck
in the context of law enforcement activities, this does not apply to research activities during the
development of the TITANIUM tools. For this reason, the use of synthetic data as much as possible
during the TITANIUM development and testing is of the utmost importance.
Balancing justifications would not be available for the use of real-life data during the process of
TITANIUM research and development, however. For that reason, only synthetic data should be used
during the development of the tool, where possible. During the Field Labs of WP6 it might be possible
to use the tools and test them on real-life data and for legitimate law enforcement purposes, since the
Field Labs participants may be authorized law enforcement officers, however this must only be done
at very final stages of the tools’ development when other safeguards have already been implemented
in their design and would limit any negative impacts upon individuals. In such circumstances, the
autonomy of individuals could be balanced against the legitimate goal of developing and testing
accurate tools, enabling the detection and investigation of criminal and terrorist-related transactions.
In addition to the individuals, whose data would be processed by the TITANIUM tools, the autonomy
of users and testers of the TITANIUM tools should be respected. During the Field Labs, envisioned in
WP6 of the TITANIUM project, law enforcement officers will be given the opportunity to test the
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TITANIUM tools, interact with them and provide their feedback. As part of such an experiment, their
independent, informed and freely-made decisions on whether to participate in the Field Labs must be
respected.
Safeguards
Although it may not be possible to ask for consent from individual cryptocurrency and darknet users
with regard to TITANIUM using and processing information related to them, the autonomy of Field
Labs participants should be respected by informing them clearly, at the very least, about the procedure
of the Field Labs , the TITANIUM tools and any possible implications participation in the Field Labs may
have upon them. The Field Labs participants should then, free from any duress or coercion, be asked
and be able to give their free, voluntary and informed consent to participate in the Field Labs.
While it is not be possible to seek consent from individuals, whose publicly available data will be
processed by TITANIUM, the project will seek to raise awareness among the public of its activities by
publishing information about the project and its activities on the TITANIUM website141, providing nonclassified information materials and reports, while complying with rules of information classification,
confidentiality and without compromising the objectives of the project.142
To minimise any potential negative impact on darknet and cryptocurrency users, whose data may be
processed by the TITANIUM tools, the two-step process of the functioning of the TITANIUM tools is of
importance. Only targeted transactions or interactions will be further investigated, and related data
processed. These would be suspicious transactions or interactions, for which there are reasons to
believe they are related to criminal or terrorist activities. In this manner of functioning, TITANIUM
would ensure the least amount of interference with individuals possible, while maintaining operational
functionality and effectiveness.

5.1.3 Dignity
Related to autonomy is the principle of respect for a person’s dignity, which proclaims respect for a
person as a rational autonomous agent,143 as an end, rather than simply as a means to an end. 144
Processing and rationalising information on people might lead to their treatment as “things” rather
than as a individuals.145 Dignity involves the acknowledgement of the individuals impacted by the
TITANIUM project as human beings who, by virtue of their human nature, deserve respect, protection
and benefit from certain rights and freedoms and is a basis for freedom and equality. 146 The
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fundamental nature of human dignity is supported by Article 1 of the Charter of Fundamental Rights
of the EU, where a commitment to respect and protection for it is made, along with the recognition
that it is inviolable.
Surveillance can infringe upon human dignity by precluding a person’s ability to act and think freely,
unobserved, therefore failing to respect their ability to decide and guide their own lives.147 A very close
connection to a person’s privacy is, therefore, to be observed. TITANIUM and any automatic data
surveillance system like it can undermine human dignity by precluding the ability of individuals to
choose what happens to them. Whereas with regard to publicly available information on the
cryptocurrency ledger or on darknet marketplaces and forums this may be a lesser issue, since
individuals willingly published the data, with regard to data imported from seized devices this is liable
to give rise to dignity concerns. Any surveillance should respect humans, their rights, and freedoms.
The primacy of individuals, individual-related values and individual freedom and autonomy should be
recognised.148 In the context of TITANIUM, dignity will be respected through safeguards protecting all
rights and freedoms of humans, especially individuals’ privacy which may be seriously hampered by
surveillance activities. Dignity will be protected with deference to the relevant laws. In a law
enforcement context, the right to be heard, to have legal representation and to receive a fair and
impartial trial will serve to protect the dignity of individuals by empowering them.
Safeguards
Both during the research and development stage and its operational use, TITANIUM users must be
trained in an ethos of respect for human rights and dignity. Sensitivity in such respects must be
maintained and users must demonstrate respect for the human rights of all.

5.1.4 Privacy
Building upon the principles of autonomy and dignity, privacy ensures respect for individuals’ private
space and gives them control over what they share, how and with whom.149 The boundaries of what
privacy protects are not clear, however, at its core it demands a respect for and non-interference in
an individual’s personal life and private information. It comes from a more general right to selfdetermination regarding all aspects of one’s life.150
It intrinsically intertwined with respect for one’s identity, which supports individual empowerment and
trust in social institutions.151 Privacy is a freedom that forms the basis for exercising a multitude of
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other fundamental rights and freedoms.152 It allows an individual to confidently participate in public
life, benefit from their rights of assembly, freedom of conscience, religion, political beliefs and from
discrimination, by ensuring a personal space of sanctity, of protection and comfort, where individuals
can freely build their opinions.
The privacy challenges which arise in surveillance operations are data protection, trust in surveillance,
and data exchange and communication.153 Data protection and the requirements flowing from it are
examined in greater detail with regard to legal requirements, applying to TITANIUM, but general
principles of how to minimise any interference with privacy and data processing are considered as
privacy safeguards here. Generally, any data processed should relate to the surveillance task carried
out.154 Trust in surveillance and applicable safeguards are examined further below, where the social
trust in TITANIUM and safeguards to guarantee are examined as part of ensuring the sustainability of
the tools’ application.
Data exchange and communication
In the context of data mining, privacy may be viewed as “[t]he right of an individual to be secure from
unauthorised disclosure of information about oneself that is contained in an electronic repository.”155
In the context of TITANIUM, privacy may be impacted in a few different contexts:
•
•
•

Through the collection of publicly available data from the cryptocurrency ledger and the
darknet and the subsequent de-pseudonymisation of some of that data;
Through the use of data from seized devices; and
Through the carrying out of Field Labs during the project.

Privacy will not be impacted if synthetic data is used during the TITANIUM research and development,
since no real persons’ data will be used.
Collection of publicly available data
In the first context, TITANIUM may be liable to infringe upon the privacy of individuals online by
collecting and processing vast amounts of data which may include private information – this may occur
during research and development and operational use. Information made public by individuals
themselves may seem to be less worthy of the protection of privacy, when viewed through the prism
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of their context,156 since the individuals were likely aware of its public nature157, however, it may still
benefit from the protection of privacy. This is particularly so when further conclusions may be made
based on such information, disclosing sensitive and personal aspects regarding an individual, such as
sexual preferences, political or religious beliefs or ideological affiliations. If particular transactions or
interactions are de-pseudonymised such personal details may result in a serious infringement of an
individual’s privacy.
Data will be collected and processed without the knowledge and consent of individuals, and no plans
have been made to allow individuals control over their data at later stages of the investigation
proceedings using TITANIUM tools. This could harm informational self-determination.
Not only may the collection and processing of data constitute an infringement of privacy, but access
to collected data by unauthorised persons, both internal and external to the project, e.g., law
enforcement officers and malicious cyber criminals, may raise privacy concerns158 and such concerns
should be addressed by appropriate security measures and safeguards.
Use of data from seized devices
The second context of collecting data from seized devices also potentially raises serious privacy
concerns during research and development and operational use. Depending on the devices in
question, these may be used for private correspondence, daily life planning or writing down highly
personal thoughts. Collecting data from them may reveal very sensitive and private aspects of a
person’s life and may completely undermine the ability of individuals to decide what to share with the
external world and how to present themselves to outsiders, thus violating their privacy and autonomy.
Moreover, unlike the data from the cryptocurrency ledger and the darknet, data from seized devices
would neither be public, nor likely pseudonymised, meaning greater privacy concerns.
Privacy impacts during Field Labs
Thirdly, during the conduct of Field Labs for TITANIUM, the privacy of participants may also be
infringed in relation to any personal data which they submit to the project partners, such as their
names, contact details and professional roles. Adequate and appropriate safeguards for the collection
and processing of such data should be put in place. Taking into account the fact that Field Labs
participants will share such data of their own free will and having been duly informed of the
implications of this, the dangers to their privacy are considerably lower than in the first two
circumstances where individuals, whose privacy may be harmed, may not be aware and are not able
to give their consent.
The first two contexts of privacy implications of the TITANIUM project raise greater concerns. Since
privacy is not absolute, it may be legally infringed when there are justifiable reasons to do so, for
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example, where there is a probable cause and a warrant to authorise the government to do so.159
Efforts should be made to minimise any negative impacts upon the privacy of persons whose data
TITANIUM may process during the development of the tools or during its use by LEAs. This may be
achieved through safeguards limiting privacy intrusions, legal limitations and authorisation
requirements for the application of TITANIUM.
A potential lack of transparency may factor into proportionality considerations. Particularly during
operational use of the TITANIUM tools, where real-life data is used, persons are unlikely to be aware
that their data has been collected and processed by TITANIUM and will not have been consulted for
their consent to such processing. This will interfere with the individuals’ autonomy, but it may also
interfere with their ability to rely on any other applicable procedural rights through which they may
minimise the impact upon their privacy or other rights. As discussed above, however, with regard to
the principle of autonomy, such lack of awareness on the part of individuals’ subject to TITANIUM’s
surveillance, may be justified on grounds of the lawfulness of the activity.
Finally, undue interference with privacy might occur if law enforcement officers with access to the
TITANIUM tools are able to manually target specific addresses or accounts, which they know are
related to their associates, family, friends or acquaintances. 160 Examining the transactions or
interactions from these addresses or accounts could allow a view into the personal lives of these
people – this would result in infringement of their privacy, and would constitute a misuse of the
TITANIUM tools if it is not for authorised investigatory purposes.
Safeguards
A fundamental safeguard incorporated throughout the research and development of TITANIUM is the
use of synthetic data which helps overcome privacy implications that the use of real-life data carries
(depending on how the data has been generated and modelled).
To diminish any unnecessary interference with privacy, a trained law enforcement professional should
be included as part of the TITANIUM software functionality. S/he would be required to independently
decide whether a transaction or interaction, deemed suspicious by the software, should be the subject
of further investigation and processing by the TITANIUM tools. The involvement of a trained person in
the functioning of the TITANIUM tool would, furthermore, allow the early detection of any potentially
discriminatory tendencies of the TITANIUM tools and false positive results.161 Note, that TITANIUM
does not have and probably won’t get a ‘ground truth’ of criminal transactions; as an alternative, it will
draw on some real-life examples and try to simulate synthetic ground truth data for research purposes.
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A manner of selective revelation of data only regarding specifically narrowed down and targeted
transactions or interactions online would allow the TITANIUM tools to ensure less interference with
privacy.162 In this way, de-pseudonymisation should take place and personally identifiable data may
only be shown once it is absolutely clear that the transaction potentially relates to terrorist or criminal
activities.
To prevent persons misusing the TITANIUM tools by targeting specific addresses for reasons other than
law enforcement and criminal investigations, the tools should be designed in a way to allow the depseudonymisation only of (1) transactions or interactions flagged as suspicious by the system and/or
(2) manually chosen addresses only where two or more separate law enforcement officers and
TITANIUM users have issued a command. The latter option would allow sufficient flexibility for LEAs to
counter any potential false negative results during operational use, while ensuring a level of legitimacy,
impartiality, and objectivity by requiring two or more law enforcement officers to issue the command.
To minimise and ensure that any interference with privacy is proportionate, TITANIUM will incorporate
privacy and data protection safeguards within its design. These are based on Directive 2016/680 and
other established good practice guidelines and guidance. 163 The following safeguards should be
incorporated into the design of the TITANIUM tools:
•
•

•
•
•
•
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•

•

•

•

•

Any data which is no longer necessary or has been deemed to be not suspicious should be
automatically and permanently deleted from the TITANIUM database after the appropriate
length of time has passed. This time should allow law enforcement officers to manually check
for any false negative results.
Technical controls should be imposed on transferring/exporting data from TITANIUM, and
require authorisation. This should be particularly true when the data will be subject to a lower
level of protection.
In assessing data security risks, consideration should be given to the risks that are presented
by data processing, such as the accidental or unlawful destruction, loss, alteration or
unauthorised disclosure of or access to personal data transmitted, stored or otherwise
processed, which may, in particular, lead to physical, material or non-material damage.
Access controls (logging) should be implemented, limiting access to the TITANIUM tools and
the data therein to authorised persons and only for as long as this is necessary.166 Data should
be stored in a secure and confidential manner and protected from unauthorised external
access.
De-pseudonymisation should take place only with regard to identified and targeted
transactions and interactions.

To ensure transparency, policies and practices for the development and testing of TITANIUM tools
should be developed and published on the website of the project, as far as possible and with due
regard to any classified information, the effectiveness of the tool and any future activities it may be
used for. This may include what data the tools will collect and process, the fundamental rights,
including privacy implications the TITANIUM tools’ development may have and what steps have been
and should be taken to mitigate them.
For greater transparency in the implementation of the TITANIUM tools for law enforcement purposes,
the policies and practices of its use should also be made public, as far as possible and with due regard
to classified information, the effective functioning of the tool and surveillance activities. This may, in
particular, include what data the tool will collect and process (while noting that providing too much
detail on what data is collected and processed may potentially adversely affect its effective application
via making it easy for criminals to find means to circumvent the tools by using alternatives or modifying
their behaviours).
Law enforcement officers, taking part in the Field Labs of TITANIUM, will be instructed about the
privacy implications which may arise from the use of the tools, prior to their participation in the tests.
A handbook/briefing guide on the privacy implications of the TITANIUM tools and how the tool has
mitigated them may be compiled and distributed to LEAs utilising the tool. Training sessions exploring
the same topic should also be held.
An Ethics Advisory Board will also be established with the ability and responsibility to ensure that the
design of TITANIUM ensures adequate privacy protection.
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5.1.5 Justice and fairness
Justice is a key principle in research ethics and it refers to the obligation of fairness in the distribution
of benefits and risks. It demands fair treatment of people and a fair distribution of benefits and
burdens. 167 Justice is a recognised fundamental value of the EU. 168 During the TITANIUM project,
particular attention must be paid to ensure that individuals or groups are not disproportionately
burdened during the research and development of the tools or during their subsequent use through
(exploitation), while not precluding them from participating in the research (discrimination) and
development, and enjoying the benefits of the TITANIUM project.169
Justice implications are important when it comes to surveillance tools such as those within the
TITANIUM project. The lack of consent, inherent in surveillance activities, may create an imbalance of
power between, in this case, TITANIUM developers or users, and persons whose data TITANIUM
processes. Therefore, compliance with justice and fairness at a minimum is necessary. The use of ICTs,
as in TITANIUM, has led to an increase in surveillance systems’ power, reach and capacities170 and has
led to even greater power imbalances between commissioners/users of such systems and the persons
who are under or subject to surveillance.
One of the main pillars for the TITANIUM tools is data processing and collection, aggregation and
analysis of large amounts of structured and unstructured publicly available pseudonymous data. As
such, little potential exists for exploitation or discrimination to take place during the research activities
of the TITANIUM project, since individuals, whose data is collected by the tools and subsequently
processed, would not be separately chosen. However, any exploitation and discrimination of the law
enforcement officers, who will participate in the Field Labs (WP6 of the TITANIUM project), should be
avoided.
After the conclusion of the TITANIUM research activities, it is important to ensure that the costs and
benefits of the TITANIUM tools, as applied in a law enforcement context, would be equally spread out
among different social groups and would not result in any unjust or unfair discriminatory treatment.
In particular, the principle of non-discrimination should be respected and safeguarded, as discussed in
Section 3.1.1. Additionally, to preclude exploitation and discrimination, the negative and positive
impacts of the TITANIUM tools should be balanced to ensure that no excessive or undue burden or
benefit is disproportionately allocated.
The risks of the TITANIUM tools, e.g., interference with the privacy of persons, will potentially affect
cryptocurrency and darknet users to a much greater extent, than non-users of such services. In
particular, TITANIUM may be a threat to the users’ privacy and autonomy. Meanwhile, the gains of
resource efficiency, improved investigatory capabilities and insights into criminal and terrorist models
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will be predominantly available to LEAs. Nevertheless, these gains could lead to general societal
benefits, such as expedient detection, investigation and prosecution of individuals and organisations
connected to criminal and terrorist activities, an increase in knowledge of criminal and terrorist
activities, their organisation and support networks, and ultimately greater public security.
If the application of the TITANIUM tools is to result in a just and fair distribution of the risks and
benefits of the tools, then the principles of proportionality, non-discrimination and necessity should
also be complied with, ensuring that any risks are minimised, and the benefits are ensured. Security
and privacy should be considered together, as complementary, for an adequate surveillance system.171
To minimise the possibility for any unnecessary risks to the rights and freedoms of individuals whose
data may be processed by TITANIUM, safeguards should be incorporated into the tools and the
protocol for their use. This should also be considered when data from seized and confiscated devices
is used. In particular, safeguards minimising interference with privacy, autonomy and nondiscrimination discussed in other sections of this report should be adopted. It is worth noting that
there is already a mitigated negative impact of TITANIUM through the fact that the cryptocurrency and
darknet data which is initially processed is anonymous and publicly available, of which the users are
themselves well-aware. De-pseudonymisation will take place only with regard to targeted suspicious
transactions and interactions. Steps should be taken to ensure that seized devices and data from them
are only utilised when necessary, in a proportionate manner and with a clearly-defined purpose.
Considerations should also be given to the additional risks which may arise, for example, through the
any erroneous functioning of TITANIUM toolchain, if the data which it processes is incorrect or
incorrectly interpreted.172 This point is also important in ensuring that the benefits of TITANIUM are
realised. To ensure that public security is a result of the application of the TITANIUM project, the tools
must indeed contribute to social well-being and safety by fulfilling their purpose of facilitating law
enforcement investigations into criminal and terrorist-related transactions and interactions. The tools
should be designed in way to minimise errors, accurate and sufficiently developed to be effective and
operational. No essential functions necessary for law enforcement investigatory activities should be
missing. Finally, they should also be necessary, limited to the minimum interference required to
effectively achieve their goal of public security.
Safeguards
Safeguards for non-discriminatory collection, aggregation and analysis of the collected data should be
incorporated in the design of the TITANIUM tools.
To ensure that no exploitation may take place vis-a-vis law enforcement officers who participate in the
TITANIUM project Field Labs, all participants should give their voluntary, free and informed consent to
their participation. This consent will also ensure respect for the participants’ autonomy. Moreover,
should any payment for participation be offered, additional to reimbursements for expenses incurred,
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such payment should be made without regard to the performance or opinions of Field Labs
participants, so that biased results are not incentivised.
Participants in the Field Labs will also be chosen on a non-discriminatory basis. Participation will be
open to all law enforcement officers from the countries and bodies included within the scope of the
TITANIUM Grant Agreement, however, an effort to have representatives from different countries will
be made to ensure the representativeness and reliability of the Field Labs results.
At the more general and particularly, operational use level, seized devices and data collected from
them should be imported into and analysed by the TITANIUM tools in a non-discriminatory and
objective manner. This should apply both to the choice of devices and data.
For a just distribution of the risks and benefits of TITANIUM on different social groups, the ability of
the tools to raise the level of public security must be ensured. No essential functionalities, necessary
for TITANIUM to carry out its functions, should be missing, however, no excessive, unnecessary
functionalities should be designed as they might have a negative impact on justice.
To ensure public security, steps should be taken to ensure the accuracy of the tool. The following
safeguards should be followed during the design, development and testing phase of the tools, as
appropriate:
•
•

•
•
•
•
•
•

The levels of false positive or false negative results should be minimised.
Should false positives bear a strong correlation to a particular group of people in a
discriminatory manner, the tool should be re-designed in a way to learn from such mistakes
and avoid them in the future.
The possibility of human errors and malicious interference with the results of the tools should
be minimised.
The tool should be tested with a variety of different inputs and input sources and there should
be a close examination of any potential relationship with the reliability of the results.
The accuracy of the information gathered, processed and aggregated by the tools must be
assessed against the original sources of information to ensure precision and effectiveness.
As appropriate, the data in the TITANIUM database should be kept up-to-date, complete and
proportionate in line with its purposes.
Where machine learning is utilised, algorithms should be tested on random training sets to
ensure their ability to process different kinds of data.
Where required, if the accuracy of the tool changes with changes in protocol conventions over
time, re-think and adjust the de-pseudonymisation methods.

Functionalities to detect corrupted data sets and cease processing should be incorporated into the
TITANIUM design.

5.1.6 Function creep
Function creep (or mission creep) refers to extending the uses of a technology beyond those for which
it was initially introduced.173 In TITANIUM this could happen if other transactions than the originally
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intended ones (terrorism and criminal activities) are targeted and the de-pseudonymisation
capabilities of the tools are used on them. Since the TITANIUM tools cannot be designed in a way that
would be sensitive to the purposes for which the tools will be used by authorised persons, the main
safeguards in this regard would be transparency of purposes and uses of the tools, ensuring
accountability of TITANIUM end-users and training of the users.
Another way through which a function creep could occur is if the data collected through the TITANIUM
tools is used for purposes beyond those initially intended without additional authorisation. This aspect,
however, is dealt with through data protection law, specifically the principle of purpose-limitation and
the ethical privacy considerations, outlined before.
Safeguards
In addition to the previously outlined safeguards (e.g., non-discrimination), there are various
safeguards that could help prevent function creep in relation to the TITANIUM tools. Some of these
are general, while others are specific to the Field Labs but remain valid to consider here, nonetheless.
TITANIUM should ensure respect for the legal principles of purpose limitation and necessity, both
during the research and implementation of the TITANIUM tools by its users.
TITANIUM should respect the data minimisation in an effective manner and integrate the necessary
safeguards into the processing (e.g., authorisation and access controls) and protect the rights of data
subjects.
TITANIUM researchers and users should be responsible for and be accountable for the responsible
development and use of the tools, respectively and compliance with applicable legal and ethical
principles.
The participants in the TITANIUM Field Labs should be appropriately trained to ensure the purposes of
the Field Labs are clearly understood and there is no misuse of these, the TITANIUM tools, or the
process.
Particularly, during the operational phase, users should be provided comprehensive training in the
responsible and lawful use of the tools.
Audits should be conducted of the use of the TITANIUM tools to ensure they are being used in line
with the specified purposes and policies.

5.1.7 Detachment 174
There are concerns raised about detachment of systems operators – e.g., Royakkers, and Olsthoorn
suggest that detachment can limit reflection – human operators might be only focused on the outcome
and not be fully aware of the consequences of their actions.175 There is a certain potential for this to
174

Macnish, Kevin, “Surveillance Ethics”, Internet Encyclopaedia of Philosophy, Point 11 – Distance,
http://www.iep.utm.edu/surv-eth/#H11.
175
Royakkers, Lambèr, Peter Olsthoorn, “Military Robots and the Question of Responsibility”, in Information
Resources Management Association (ed.), Human Rights and Ethics: Concepts, Methodologies, Tools, and
Applications, 2015, pp 2068-2082, p. 2075.

47
occur in TITANIUM, i.e., the persons using the TITANIUM tools may feel morally removed from the
situation, due to distance and lack of connection with the persons who their decisions or use of the
tools may impact. This may also apply to the TITANIUM Field Labs and many be amplified by the use
of synthetic data.
Safeguards
One of the key safeguards here would be training the tool’s users to understand both the specific and
wider purpose or meaning of their individual actions.
Another safeguard is ensuring users remain accountable for their actions.
Both these general safeguards are applicable to the Field Labs – via support to Field Lab participants,
clear definition of expectations, and providing information on the ethical and societal implications.

5.1.8 Abuse/Misuse
There are some serious possibilities for the abuse or misuse of the TITANIUM tools and/or the data
gathered by them.
During research and development, a deeper analysis of such issues and the specific safeguards
protecting TITANIUM and limiting access to the research outcomes have been proposed and are
available in greater detail in TITANIUM Deliverable 1.5. The deliverable highlights the key risks:
encroachment upon fundamental rights and liberties - privacy and data protection, profiling and
discrimination dangers and general ethical and misuse dangers and describes safeguards to address
these risks e.g., use of synthetic data, data minimisation, use of value sensitive design, data
management plan and data protection policies, privacy by design, review and monitoring by Ethics
Advisory Board, designation of a project security officer, transparency about the project, and access
on a ‘need to know’ basis etc.
During the operational use of the TITANIUM tools, there is also potential for abuse or misuse. The
potential for this should be further determined, scoped and addressed during and after the Field Labs.
One respect relates to the encroachment upon fundamental rights and liberties e.g., privacy and data
protection. The safeguards would include:
•
•
•
•
•
•
•

Following principles of data protection law i.e., purpose limitation, data minimisation,
pseudonymisation.
Carrying out a privacy/data protection impact assessment.
Implementing data protection policies.
Consulting data protection officer and/or data protection authority for advice.
Implementing access controls, limit access by third parties.
Training users on privacy and confidentiality requirements.
Implementing high security standards and protocols.
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Potential misuse of the tools for any criminal or terrorist activities could be safeguarded against by:
•
•
•
•
•

Implementing high and robust security standards and protocols with regular reviews.
Ensuring stringent access controls and security restrictions.
Limiting access to sensitive and confidential information on a “need-to-know” basis.
Stress testing the tools, disclosure and quick patching of any vulnerabilities discovered.
Carrying out a risk assessment on a regular basis.

5.2 Societal issues
Aside from the ethical concerns, which surveillance may give rise to, the development and use of the
TITANIUM tools may lead to societal concerns, which could have an impact upon the sustainability of
the tools. TITANIUM should adequately consider such issues during its research and development and
gain feedback from Field Lab participants on how to address these or whether the tools as developed
already address them.

5.2.1 Sustainability, trust and accountability
The sustainability and future exploitation of TITANIUM will depend on a few different factors:
•
•
•

Its ability to fulfil LEA requirements,
Its compliance with relevant legal requirements, and
Its societal acceptability.

TITANIUM should be able to effectively assist LEAs in the identification and investigation of criminal
and terrorism-related transactions online. To this end, an emphasis has been placed on ensuring the
accuracy of the tools. Trust from the end-users of TITANIUM is necessary, to ensure its long-term use
and viability. Therefore, the tools must be built in a way to ensure the highest level of accuracy and
minimise any false positives/negatives. Furthermore, through multiple rounds of consultations with
LEAs and Field Labs the practical effectiveness of the tools will be ensured. This would contribute to
the continued use of the project outcomes and its economic sustainability and longevity after the end
of the project.
TITANIUM has the potential to help safeguard against and prevent threats to public security and
improve and significantly reduce the harms and losses caused by organised crime and terrorism in the
EU. However, threats from criminal and terrorist activities are constantly mutating and TITANIUM
should be developed with a level of technical flexibility, allowing it to quickly respond to new LEA needs
and technical developments of the future.
The compliance of TITANIUM with various legal requirements is a further pre-requisite for its use.
There can be no discussion of sustainability if the tools do not comply with fundamental legal
requirements. To this end, legal requirements are already being taken into consideration at the design
phase of the tools.
The social acceptability of the TITANIUM tools is also very significant. On the one hand, the public
should be convinced that the benefits of the TITANIUM tools outweigh the costs. This will be influenced
by (1) the public perception of TITANIUM’s interference with individual privacy and other fundamental
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rights, and (2) perception of security threats and concerns. Despite academic discussions to the
contrary, studies have shown that in the minds of citizens, privacy and security are not interchangeable
values, but are rather determined by the trust citizens have in their governments’ intentions and
effectiveness. 176 Therefore, to ensure its sustainability, TITANIUM should both alleviate any
fundamental rights-infringement concerns and ensure it can effectively contribute to the investigation
and prosecution of criminal and terrorist-related activities.
First, to assure the public of the proportionality of TITANIUM, public trust and confidence in the tools
should be ensured and reinforced through transparency and accountability mechanisms. It has been
suggested that a modern version of the social contract exists with regard to surveillance in democratic
states – “citizens accept surveillance in order to ensure they are entitled to welfare and protected from
threat as long as the means of such surveillance are transparent and accountable”.177 Although the
requirements of openness and accountability rarely apply to law enforcement and intelligence
surveillance activities, they may.178 Public trust can easily be lost and political tensions may rise with
cases of abuse and misuse of the technology, lack of public oversight, excessive functionality or usage
of surveillance tools, secrecy and opaque decision-making proceedings.
In this regard, TITANIUM tools cannot necessarily fulfil these requirements by themselves. For
example, transparency of the use of the tool in the form of statistics or decisions, openness and
publicity of the decision-making process authorising it and the citizens’ ability to challenge its
application may widely vary from country to country, as it would depend on national law enforcement
or intelligence legislation. Nevertheless, TITANIUM should incorporate functionalities within its design
to enable transparency and accountability checks to be carried out, giving any public authority the
freedom to decide how to act within its social, cultural and legal context.
Sustainability will also depend on the social perception of threat and security. In other words, the
sustainability of the TITANIUM tool and its use as a surveillance tool will depend on the social political
mood and whether the anxieties about the threats to the collective security would overrule anxieties
about threats to the individual.179 In this regard, although Europe is quite heterogeneous in its security
and privacy concerns, the Western world has long embraced technical solutions to social, economic
and political concerns and this development has been seen as increasingly normal.180 This trend began
with the 9/11 attacks, which saw an increase in centralised surveillance, monitoring and identification,
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justified by a new broader meaning of warfare. 181 Currently European society is still adjusting to
inflowing refugees at the backdrop of rising political tensions and increasing number of terrorist
attacks in Western Europe.182 At the same time, the threats of organised crime are as strong as ever
and the role of the Internet in this regard has been clearly recognised.183 While it is impossible to
predict the future, the TITANIUM tool, if designed and developed in line with all relevant ethical and
legal considerations, should not constitute a socially unacceptable security innovation, but would
rather strike a balance in assisting LEAs enhance security and safeguarding the rights and freedoms of
individuals.
Safeguards
During research and development, we recommend the following safeguards:
•

•
•
•

•

•

Retaining a flexible design in response to LEA’s requirements but at the same time ensuring a
balance is struck between assisting LEAs and safeguarding the rights and freedoms of
individuals.
Meetings with LEAs during the design processes to determine needs and requirements.
Conducting accuracy tests.
Transparent policies and procedures on how the TITANIUM tools will be tested and used along
with an explanation on the use of synthetic (and if relevant, other) data (refined on the basis
of the results of the Field Labs).
Accountability via internal structures and procedures e.g., reporting to the European
Commission, liaison with the Ethics Advisory Board, keeping logs or records on who developed
what, when, who tested/used the tool for what and when etc.
To protect TITANIUM users during the Field Labs, users should be notified that their activities
may be recorded in a log and be subject to audit.

During the use and implementation of TITANIUM tools, we recommend:
•

•

181

Appropriate transparency and accountability measures are put in place– official public reports
should account to the public of how the TITANIUM tools have been used. The tool should
remember such data, through the logs, so authorities can publish it if required. For example,
data on how many transactions were flagged as suspicious by the tool, how many were flagged
by persons, how many of each were de-pseudonymised as a consequence, how many depseudonymisations led to further investigation.
The TITANIUM tools should retain a log of the activities they were used for, including (1) what
data was de-pseudonymised, (2) what data was accessed, (3) when and (4) by whom. This
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•

•
•

would allow an auditing of the use of the tools and would contribute to greater accountability
and transparency.
To protect TITANIUM users when LEAs utilise TITANIUM for actual law enforcement
investigations, users should be notified of the fact that their activities are recorded in a log and
may be subject to audit.
Ensuring accuracy with regular tests parallel to use.
Maintaining clear statistics of accuracy and using it when making decisions on how to apply
the tool in the future.

The points above are mentioned here specifically as they should be taken into account in the
continuous evaluation, validation and maintenance of legal and ethical compliance that is part of the
Field Labs (see D6.1, T6.3 and T6.4 TITANIUM).

5.2.2 Security (relating to crime)
While societies might be witnessing an increase in the implementation of security measures,
vulnerabilities to security threats and challenges continue. To this end, TITANIUM will research,
develop, and validate novel data-driven techniques and solutions designed to support Law
Enforcement Agencies (LEAs) charged with investigating criminal or terrorist activities involving virtual
currencies and/or underground markets in the darknet. TITANIUM will deliver set of services and
forensic tools, which operate within a privacy and data protection environment that is configurable to
local legal requirements and can be used by investigators to (a) identify trends in virtual currency and
darknet market ecosystems (b) to analyse transactions across different virtual currency ledgers and (c)
generate court-proof evidence reports based on reproducible and legally compliant analytical
procedures.
Broadly, crime itself has various impacts (e.g., economic, social, psychological) and security measures
help alleviate these. A EU Parliament study (2013) states that “estimating the scale and impact of
largely hidden illegal markets is challenging. It involves us knowing not just how much of different
crimes there is and what the costs of those crimes are; but also, whether or not the people committing
those crimes are or should properly be labelled as ‘organised criminals’”.184
Further, the implementation of security measures, including the type envisaged in TITANIUM have the
potential for various types of impacts.
•
•
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Impact on costs – i.e., investment in ICT infrastructure, equipment, training and other
operational costs for developers and LEAs.
Impact on human rights – creation of risk vis-à-vis the data retained might create an ability to
create profiles or confirm future suspicions.185

European Parliament, Directorate general for Internal Policies, Policy Department C: Citizens' rights and
constitutional affairs, Special committee on organised crime, corruption and money laundering, The Economic,
Financial & Social Impacts of Organised Crime in the EU, 2013.
http://www.europarl.europa.eu/RegData/etudes/etudes/join/2013/493018/IPOLJOIN_ET(2013)493018_EN.pdf
185
Taylor, Emily, The Privatization of Human Rights: Illusions of Consent, Automation and Neutrality, GCIG
Paper Series No. 23, 2016. Morozov, Evgeny, To Save Everything, Click Here, Penguin, London, 2014.

52
•

•

Impact on LEAs – while the use of the TITANIUM tools will increase the efficiency of LEAs, it
may also lead to a ‘loss in the art of policing’186, overreliance in the tools and a loss of LEA
vigilance via other available means.
Other indirect impacts on society – e.g., creation of an unintended fear factor related to the
use of cryptocurrencies.

These impacts should be adequately considered in the context of TITANIUM, both during the research
and development and the operational use of the tools.
Safeguards
There are various safeguards that can help reduce the negative impact of security measures:
•
•

•

186

During the project, carefully consider and review the allocation of resources within the project
and during the implementation of the tools.
During implementation, create oversight mechanisms to ensure compliance with human rights
law and to mitigate negative effects of surveillance, i.e., transparent policies and procedures
on how the TITANIUM tools will be tested and used
More generally, LEAs should address the limitations of crime data, and the discriminatory
capacities and privacy harms related to the use of TITANIUM tools (as identified in WP2 and in
line with the recommendations).
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